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Abstract

India has witnessed an exponential growth of internet users in the
recent years and the cybercrime which resulted as unavoidable by-
product of greater internet usages, has also witnessed an exponential
growth. User's Internet habits play an important role in cybercrime
victimization. In the present study, a cross- sectional study was done
among various sections of internet users in the district of
Gautambuddh Nagar, Uttar Pradesh. Cyber awareness, cybercrime
victimization, exposer to motivated offenders (internet hours per day),
online security measure awareness, popularity of social media
platforms, sources of online information and online habits of the
internet users were examined for ascertaining the presence of gendered
differences (if any). Cyber awareness in females was found to be
significantly more than the males in seven items out of the twelve items
of the cyber awareness construct. Majority of the respondents felt that
women were soft target of cybercrimes. Males outnumbered the
females significantly in watching pornographic content online. Males
were found significantly exposed more to internet than the males.
Females were found to be significantly less aware than males as far as
online security measures were concerned. Males were found to be
using social media sites significantly more than the females. Gendered
differences were also found between accessing the sources of online
information.

Keywords —Cybercrime, Social Media Platforms, Online Security,
Cyber Awareness

Introduction

Internet and social media usage in all social classes has seen
exponential expansion over the time. The use of internet and social
media spreads in both developed and developing countries(Ang,
2017). Internet is being extensively utilized as a popular and useful
means of retrieval of information, social networking and entertainment
(Tsimtsiou, Dantsi, Sekeri, Trikoilis, & Nanos, 2017).As of January
2018, the number of internet users in India were 462 million, and
ranked second in world (Statistics Portal, 2017). There
were430millionactive mobile internet users, 250 million active social
media users and 230 millionactive mobile social media users (“India:
digital population 2018 | Statistic,” 2018) .As of October 2015, 71% of
the internet users in India were males (“Internet usage in India -
Statistics &amp; Facts | Statista,” n.d.). The (“India: number of

www.pbr.co.in



Facebook users 2022 | Statistic,” n.d.) found that there were
219 million Facebook active users in India which is
expected to reach 291 million by 2022. These statistics
show that there is very deep penetration of internet and
social media in India and therefore internet has become a
very popular mode of information seeking,
communication, social networking and commercial
transactions.(Parihar & Raheja, 2018)In a study revealed
that the youth in India was ready for internet censorship and
thought of it as a means to preserve national security and
cybercrime. Although, there is a rising apprehension
regarding the way people use internet, their awareness
about the cyber culture and cybercrime. However, it has
received very little research attention.

There are many forms of internet users' habits. The internet
users may develop habits to content and platform for
surfing internet. Internet user may develop online habits of
mode of accessing internet, performing specific online
activities, extent of using mobile phone for accessing
internet etc.(Wang, Luo, Gao, & Kong, 2012) have
discussed that computer and internet technology are
influencing the lives of people.(Tokunaga, 2017) has
reviewed and discussed that Internet habits can take many
forms and studies have shown that internet users have
developed habits such as watching online pornography,
gaming, accessing social networking sites and accessing
news etc.(Leung, 2009) has argued that with the advent of
new media technologies accessible through internet viz. e-
mail, blogs, online games, mobile phones, iPods, MP3, PS3
video on demand etc. have intensely changed the both the
nature and number of social compensation and mood
management devices.

In recent years there has been an exponential increase in
cybercrime, which resulted as an unavoidable byproduct of
greater internet usage. This increase in cybercrime presents
big range of criminal threats to companies and individuals
in same manner (Miller, Higgins, & Lopez, 2010).

This study focused upon reviewing the habits of internet
users and awareness regarding cybercrimes among the
residents of Gautam Budh Nagar district of Uttar Pradesh
state in India. The research is exploratory and descriptive in
nature. An effort was made to analyse the cyber culture
awareness, experience of cybercrime victimization,
internet use or exposure to motivated offenders, online
habits and activities, types of activities using mobile
phones, cyber awareness, awareness about online security
measures and usage pattern of social media networking
sites, and sources used for online information.

Methods

A cross sectional study was conducted among various
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categories of internet users in the district of GautamBudh
Nagar of Uttar Pradesh from September to November,
2018. The population of the study was the residents of
district Gautam Budh Nagar of Uttar Pradesh state, India.
The sample comprised of the internet users, which included
residents of the district comprising of students (9th class to
12th class, undergraduate & postgraduate), IT
professionals, teachers, industry workers etc. The research
instrument to collect the data was a structured
questionnaire. The questionnaire was designed so that
internet habits and cyber awareness of the respondents is
captured fully.Prior to the study a piolet run was conducted
on 25 respondents to examine the structure and content of
the questionnaire. The feedback received from the pilot
survey was incorporated to further modify and enrich the
questionnaire. The final questionnaire was administered to
the target population. A total of 1350 questionnaire were
distributed in the district out of which 1011 responses were
received. The responses were sought from the respondents
who have at least received basic school education. The
collected data was codified, cleaned and entered into the
statistical Package for Social Sciences (SPSS) version 20.0
for windows for analysis. Validity and reliability of the
questionnaire was ascertained before administering it. Face
validity of the questionnaire was ascertained by three
senior professors and subject experts. The reliability
assessment of the sub-components of the questionnaire
post data collection revealed a Cronbach's alpha value of
0.785 for Experience of Cybercrime Victimisation (26
items), 0.708 for Cyber Awareness (12 Items), 0.831 for
Online Security (7 Items), 0.774 for Popularity Social
Networking Sites (7 Items), 0.784 for Sources for online
information (6 items). The results were obtained using
frequencies and percentages. The relationships among
gender and constructs of cyber awareness and internet
habits were analyzed using cross tabulation and Pearson's
Chi-squared test. The p-value < 0.05 was considered as
statistically significant.

Results & Discussion

The demographic information sought in the questionnaire
included gender, age, marital status, educational
background, employment status and family income. The
sample respondents were composed of 622 (61.52%) male
and 389 (38.48%) female. The respondents were aged
between 13 and 74 years (Mean = 23.15, SD = 8.30). The
respondents were educated and have received at least basic
school education with 66.37% of the sample having under
graduate or post graduate or above qualification while
33.63% of them having completed at least basic school
education. 716 (70.82%) of the respondents were students
while 295 (29.18%) were in some employment. 909
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(89.91%) of the respondents were unmarried and 102
(10.02%) were married. 421 (41.64%) of the respondents
have reported their monthly family income as less than Rs 1
lakh, 188 (18.59%) have reported as between Rs 1 lakh and
2 lakhs, 175 (17.22%) have reported as Between 2 lakhs to
5 lakhs and 227 (22.45%) have reported as more than 5
lakhs. This shows that the sample comprised of almost all
sections of the society having fair representation of
sections in both the genders.

The analysis was conducted on the items measuring cyber
awareness, cybercrime victimization, exposure to
motivated offenders or internet hours per day, online
security measures awareness, popularity of social media
sites, sources of online information and online habits. Since

the data was on nominal and ordinal scale, the gendered
differences were ascertained using non-parametric
Pearson's Chi-squared test.

Cyber awareness

Cyber awareness construct was measured through twelve
items. Association between gender and cyber awareness
is presented in table 1. Seven items have shown significant
association between gender and their opinion about the
items while non-significant association was found in five
items. This analysis points to the fact that there are
gendered differences in cyber awareness in majority of the
items of the cyber awareness construct. It was found that
the cyber awareness in the females is more than males.

Table 1: Association between gender and cyber awareness

strongly Neither
. Slightly Agree Slightly | Strongly | x2
Cyber A Gend D !
yoer Awareness ender e Isagre Disagree | Nor Agree | Agree Value pvale
Disagree
| give out inaccurate Male 114 48 128 203 127
or false details on (18.40) (7.70) (20.60) (32.70) | (20.50)
1. | some websites to 7.916 | 0.095
protect my personal | ramale 94 25 68 125 63
identity online (24.40) | (9.10) (17.70) | (32.50) | (16.40)
| tend to give the Male 34 17 84 182 238
. (5.50) (2.80) (13.70) | (29.60) | (48.50)
5 m|n|mum. amountiof 8.013 | 0.063
personal information 22 20 20 97 208
; F I
required. emae | (5.70) | (5.20) (10.30) | (25.10) | (53.70)
I am happy to Male 111 90 151 178 85
provide personal (18.00) (14.60) (24.60) (28.90) | (13.80)
3. | information online to 27.223 | 0.000
companies as [ong as | Female 101 78 102 70 36
I get what | want. (26.10) | (20.20) (26.40) | (18.10) | (9.30)
I don’t really think Male 174 117 129 131 62
about the personal (28.40) (19.10) (21.00) (21.40) | (10.10)
4. | information, | am 16.003 | 0.003
providing to female | 154 59 76 73 25
companies online (39.80) | (15.20) | (19.60) | (18.90) | (6.50)
Male 176 83 111 176 68
I tend to use the (18.70) | (13.50) | (18.10) | (28.70) | (11.10)
5. | same passwords 4.863 | 0.302
online. female | 111 53 73 93 50
(28.60) | (13.70) | (18.80) | (24.00) | (14.90)
| tend to use easy -to- | male 236 95 91 121 70
remember passwords (38.50) | (15.50) (14.80) | (19.70) | (11.40)
6. . . 12.7 0.013
like birthdays or 118 47 70 23 64
F I
names. ema® | 30.90) |(12.30) |(18.30) | (21.70) | (16.80)
Internet users must Male ?9 ) (35 ) (135 ) (128 ) (248 )
11.20 5.70 22.00 20.80 40.30
7 be p-)rot‘ected frorTl 10.988 | 0.027
seeing inappropriate 35 20 58 87 187
i F |
or offensive content. | FEM3A€ | (g 55) | (5 50) (15.00) | (22.50) | (48.30)
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Cybercrime Victimisation

Table 2 presents how significant is the association of
gender with cybercrime victimization. It shows that 117
(18.84%) male and 71 (18.35%) female respondent
experienced computer hacking, 151(24.32%) male and
76(19.69%) female e-mail account or social media account
hacking. The study reveals that 105(16.94%) male and 49
(12.79%) female respondents fell victim of online Identity
theft and 225(36.29%) male and 142(22.90%) female
respondents were cyber stalked. Study also revealed that
104(16.83%) male and 51(13.25%) female were cyber
defamed, 109 (17.69%) male and 57 (14.84%) female were
impersonated online and 204(33.06%) male and 85
(22.19%)female received abusive/ dirty emails from
strangers. 402(65.25%) male and 194(51.32%) female
reported to be a victim of phishing attack, 461 (74.60%)
male and 260 (67.18%) female reported to be a victim of
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virus attacks and 193 (31.05%) male and 95 (24.44%)
female reported to be a victim of cyber financial frauds. 489
(79.13%) male and 249 (64.51%) reported that they
received unsolicited emails. 388 (62.58%) male and 262
(67.7%) female feels that women are soft target of
cybercrimes. 279 (45.22%) male and 57 (14.81%) female
reported that they had seen pornographic content online.
On the statistical analysis of data, it is found that gender has
significant relationship with cybercrimes like cyber
stalking (%2=4.395, p=0.038), Phishing attacks
(x2=18.953, p=0.000), virus attacks (¥2=6.449, p=0.01),
Data Theft (32=6.712, p=0.01), online debit card/Credit
card frauds (x2=5.158, p=0.022), unsolicited emails
(x2=26.072, p=0.00). Other cybercrimes like hacking
(x2=0.038, p=0.845), online identity theft (¥2=3.125,
p=0.077), cyber defamation (¥2=2.329, p=0.127), online
impersonation (¥2=1.389, p=0.239) show no significant
relationship with gender.

Table 2: Association of gender with cybercrime victimisation

SI. Gender
Experience of Cyber Crime

No Male (%) Female (%) | x2 value | p value
Yes 117(18.84) | 71(18.35)

1. Computer Hacking No 504(81.16) 316(81.65) 0.038 0.845
Total | 621(61.61) | 387(38.39)
Yes 151(24.32) | 76(19.69)

2 E’aTE:L;r Social media account No 470(75.68) | 310(80.31) |2.918 | 0.088
Total | 621(61.67) | 386(38.33)
Yes 105(16.94) | 49(12.79)

3. | Online identity theft No 515(83.06) | 334(87.21) | 3.125 0.077
Total | 620(61.81) | 383(38.19)
Yes 106(17.07) | 87(22.72)

4, Cyber Stalking by strangers No 515(82.93) 296(77.28) 4.864 0.027
Total | 621(61.85) | 383(38.15)
Yes 119(19.19) | 55(14.32)

5. | Cyber Stalking by acquaintances No 501(80.81) 329(85.68) 3.926 0.048
Total | 620(61.75) | 384(38.25)
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Yes 104(16.83) | 51(13.25)
6. | Cyber Defamation No 514(83.17) 334(86.75) 2.329 0.127
Total 618(61.62) 385(38.38)
Have you ever received Yes 204(33.06) 85(22.19)
licit/abusive/dirt ils i
7. | exlicit/abusive/dirty emails in No | 413(66.94) |298(77.81) | 13.589 | 0.000
your mailbox from known/
unknown persons/sources? Total | 617(61.7) 383(38.3)
Yes 109(17.69) 57(14.84)
8. | Online impersonation No 507(82.31) 327(85.16) 1.389 0.239
Total | 616(61.6) 384(38.4)
Have you ever come across your Yes 175(28.41) | 92(23.96)
fake profile on any social
9. ) o No 441(71.59) | 292(76.04) | 2.394 0.122
networking website i.e. Facebook,
twitter, what’s App, LinkedIn etc.? Total 616(61.6) 384(38.4)
Yes 87(14.15) 34(8.92)
Have you ever seen your morphed
10. | photos on any websites/social No 528(85.85) 347(91.08) 6.012 0.104
networking sites?
Total 615(61.75) 381(38.25)
_ Yes 105(17.05) | 45(11.75)
Have you ever seen your mobile
11. | number posted on any No 511(82.95) 338(88.25) 5.191 0.023
websites/social networking sites?
Total 616(61.66) 383(38.34)
Have you ever received any Yes 492(79.48) | 246(63.90)
il/SMS of havi
17, | €Mail/SMS of having won a No 127(20.52) | 139(36.10) | 29.612 | 0.000
lottery/prize for a draw that you
didn’t bet? Total | 619(61.65) | 385(38.35)
Yes 402(65.26) | 194(51.32)
13. | Phishing Attack(s) No 214(34.74) 184(48.68) 18.953 0.000
Total 616(61.97) 378(38.03)
Yes 461(74.6) 260(67.18)
14. | Virus Attack(s) No 157(25.4) 127(32.82) | 6.449 0.011
Total | 618(61.49) | 387(38.51)
Yes 337(54.62) | 156(40.21)
H icated with
15, | aveyouever communicated With - my g 280(45.38) | 232(59.79) | 19.8 0.000
stranger(s) online?
Total 617(61.39) 388(38.61)
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Yes 388(62.58) | 262(67.7)
W f f -
16, | Women are a soft target for cyber - =57 232(37.42) | 125(32.3) 2.729 0.099
crimes ?
Total | 620(61.57) | 387(38.43)
Yes 134(21.68) 58(15.06)
17. | Data Theft No 484(78.32) 327(84.94) 6.712 0.01
Total | 618(61.62) | 385(38.38)
Yes 76(12.24) 30(7.73)
Victi f Online Debit/ Credit Card
1g, | Victim of Online Debit/ Credit Card =5~ 545(87.76) | 358(92.27) | 5.158 | 0.022
Fraud
Total | 621(61.55) | 388(38.45)
Yes 117(18.81) | 65(16.71)
Victim of Job/Lottery/Insurance
19. No 505(81.19) | 324(83.29) | 0.716 0.398
Fraud
Total | 622(61.52) | 389(38.48)
, - ] Yes 116(18.89) | 73(19.11)
Social Media crime (Social
20. | networking websites i.e. No 498(81.11) 309(80.89) 0.007 0.932
Facebook/what’s up etc.
Total | 614(61.65) | 382(38.35)
Yes 489(79.13) | 249(64.51)
21. | Spam or Unsolicited e-mails No 129(20.87) 137(35.49) 26.072 0.000
Total | 618(61.55) | 386(38.45)
Have you received emails or instant | Yes 403(65.11) 174(45.43)
messages sending you to a
2. | [NessageEs sencingyouroa - No 216(34.89) | 208(54.31) | 36.998 | 0.000
phishing’ site i.e. a website which
asked for your personal details? Total 619(61.84) 382(38.16)
Have you ever seen that emails Yes 114(18.42) 48(12.5)
have been sent from your email
23. ) i No 505(81.58) | 336(87.5) 6.126 0.013
account or social media account
without your permission? Total 619(61.71) 384(38.29)
Have you ever seen that someone Yes 117(18.96) 67(17.45)
h d il t
24, | @S accessedyour emaitaccount or mg S 500(81.04) | 317(82.55) | 0.362 0.547
social media account without your
permission? Total 617(61.64) 384(38.36)
Have you ever seen that your | Yes 56(9.08) 22(5.73)
dit/debit card detail bank
25, | credit/debit card details or bank =57 561(90.92) | 362(94.27) | 3.69 0.055
details have been stolen after using
them online? Total 617(61.64) 384(38.36)
Yes 279(45.22) | 57(14.81)
Have you ever seen pornographic
26. | content online? (Cyber No 338(54.78) 328(85.19) 98.387 0.000
Pornograph
graphy) Total | 617(61.58) | 385(38.42)
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Exposure to Motivated Offenders

Table 3 presents the online presence of internet users per
day. It shows that there is significant relationship between
gender and online internet presence per day. Only 12
(1.94%) male and 35 (9.02%) female reported that they did

not use internet. 319 (51.54%) male and 197 (50.77%)
female reported their online internet presence per day as 4
hours or less. 205 (33.12%) male and 124(31.96%) female
reported their online internet presence per day as 4 to 10
hours and 83 (13.41%) and 32 (8.25%) female reported
online internet presence as more than 10 hours.

Table 3: Exposure of internet users to motivated offenders (Hours Per day)

Internet Exposure Gender

per day Male (%) Female (%) | x2 Value p value
Don't Use 12 (1.94) | 35 (9.02)

less than 2 hours 159 (25.69) 84 (21.65)

2 to 4 hours 160 (25.85) | 113(29.12)

4 to 8 Hours 120 (19.39) | 72 (18.56) | 33.853 0.000
8 to 10 hours 85 (13.73) 52 (13.4)

More than 10 Hours | 83 (13.41) 32 (8.25)

Total 619(61.47) 388(38.53)

Online Security measures awareness

Table 4 presents the relationship of online security measure
awareness with gender. It shows that 7(1.13%) male and
17(4.4%) female reported that they were not aware of anti-
virus software and 102(16.5%) male and 74(19.17%)
female reported that though they were aware about the anti-
virus software but they did not use them. Therefore, it
shows that 109(17.63%) male and 91(23.57%) female do
not use anti-virus software. The table 4 also shows that
there is significant relationship between online security
measures awareness with gender(y2 =12.647, p =0.002 for

anti-virus software, ¥2 =58.386, p =0.000 for firewall, 32
=17.517, p =0.000 for Email Filters, 2 =8.037, p =0.018
for wi-fi protection, ¥2 =20.564, p = 0.000 for Ad blocking
Software, 2 =33.865, p = 0.000 for anti-spyware). The
study reveals that 184(29.82%) male and 190(48.97%)
female do not use firewall, 207(33.44%) male and
164(42.48%) female do not use email filters, 117(18.96%)
male and 101 (26.23%) female do not use wi-fi protection
and 314(50.73%) male and 259(67.28%) female do not use
anti-spyware. Overall, it can be ascertained that female are
less aware about inline security measures in comparison to
males.

Table 4: Association of Cyber Security Measure awareness with gender

Online Security Gender Chi Sq
Response p value
Measures Value
Male (%) Female (%)
Aware & Use 509 (82.36) 295 (76.42)
i- irus | Aware But do not , 74 (19.17
Anti Virus | Aware But do not use 102 (16.5) ( ) 12.647 | 0.002
Software Not Aware 7 (1.13) 17 (4.4)
Total 618 (100) 386 (100)
Aware & Use 433 (70.18) 192 (49.48)
A Butd t . 138 (35.57
Firewall ware Butdonotuse | 159 (25.77) (85.57) 58.386 | 0.000
Not Aware 25 (4.05) 52 (13.4)
Total 617 (100) 388 (100)
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Aware & Use 412 (66.56) 222 (57.51)
A B . 115 (29.79
Email Filters ware But do not use 172 (27.79) ( ) 17.517 | 0.000
Not Aware 35 (5.65) 49 (12.69)
Total 619 (100) 386 (100)
Aware & Use 500 (81.04) 284 (73.77)
Aware But do not use . 72 (18.7
Wi-fi Protection [—oarc = 89 (14.42) (18.7) 8.037 |0.018
Not Aware 28 (4.54) 29 (7.53)
Total 617 (100) 385 (100)
Aware & Use 354 (57.19) 165 (43.19)
i A Butd t . 148 (38.74
Ad Blocking ware But do not use 196 (31.66) ( ) 20.564 | 0.000
Software Not Aware 69 (11.15) 69 (18.06)
Total 619 (100) 382 (100)
Aware & Use 410 (66.02) 187 (48.57)
i A But d t . 121 (31.43
Delet.lng ware But do not use 153 (24.64) ( ) 36.346 | 0.000
Cookies Not Aware 58 (9.34) 77 (20)
Total 621 (100) 385 (100)
Aware & Use 305 (49.27) 126 (32.73)
) Aware But do not use 230 (37.16) 163 (42.34)
Anti-S are 33.865 | 0.000
SPYW Not Aware 84 (13.57) 96 (24.94)
Total 619 (100) 385 (100)

Popularity of Social Media Sites

Table 5 presents the relationship of popularity of social
networking sites with gender. The study revealsthat there is
significant relationship between popularity of social media
site and gender ( y2 =29.819, p =0.000 for Facebook, %2
=29.908, p = 0.000 for what's app, y2 =49.908, p =
0.0000for twitter, x2 =12.443, p =0.010 for Instagram, y2
=45.455, p=0.000 for LinkedIn and 2 =23.776, p = 0.000

for You tube). The study shows that What's App is the most
popular social media platform with 604(97.58%) male and
363 (93.56%) female users followed by Youtube with
599(96.77%) male and 358(92.01%) female users.
Facebook got third place with 557(89.84%) male and 310
(80.10%) female users followed by Instagram with
402(65.37% male and 217(61.44%) female users .

Table 5: Association of popularity of Social Networking website with gender

Social Media Gender X2 p
Networking Website Response Male (%) Female (%) Value | Value
Usually Use 429(69.19) 216(55.81)
Use Occasionally 85(13.71) 48(12.4)
Facebook Use Rarely 43(6.94) 46(11.89) 29.819 | 0.000
Do Not Use 63(10.16) 77(19.9)
Total 620(61.57) 387(38.43)
Usually Use 515(83.2) 291(75)
Use Occasionally 66(10.66) 35(9.02)
Whatt's App Use Rarely 23(3.72) 37(9.54) 25.908 | 0.000
Do Not Use 15(2.42) 25(6.44)
Total 619(61.47) 388(38.53)
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Usually Use 149(24.43) 45(11.63)
Use Occasionally 96(15.74) 31(8.01)
Twitter Use Rarely 85(13.93) 55(14.21) 49,101 | 0.000
Total 280(45.9) 256(41.97)
Do Not Use 610(61.18) 387(38.82)
Usually Use 253(41.14) 119(30.83)
Use Occasionally 77(12.52) 47(12.18)
Instagram Use Rarely 72(11.71) 51(13.21) 12.443 | 0.010
Do Not Use 213(34.63) 169(43.78)
Total 615(61.44) 386(38.56)
Usually Use 175(28.74) 55(14.25)
Use Occasionally 111(18.23) 60(15.54)
LinkedIn Use Rarely 89(14.61) 44(11.4) 45.455 | 0.000
Do Not Use 234(38.42) 227(58.81)
Total 609(61.21) 386(38.79)
Usually Use 428(69.14) 223(57.47)
Use Occasionally 114(18.42) 74(19.07)
Youtube Use Rarely 57(9.21) 60(15.46) 23.776 | 0.000
Do Not Use 20(3.23) 31(7.99)
Total 619(61.47) 388(38.53)

Sources of online Information

Table 6 represents relationship between sources of online
information and gender. The study reveals that most
commonly used online information source is Youtube with

605(97.42%) male users and 375 (96.90%) female users

Table 6: Association of online information resources with gender

followed by wikipedia592 (95.79%) male users and 350
(89.97%) female users, followed by Search Engine 581
(94.17%) maleusers and 327 (84.72%) female users

64

Online Information Response Gender
Source
Male (%) Female(%) X2 p value
Value
Search Engine Usually Use 507(82.17) | 255(66.06) 57.844 | 0.000
Use Occasionally | 71(11.51) | 44(11.4)
Use Rarely 13(2.11) 28(7.25)
Do Not Use 36(5.83) 59(15.28)
Total 617(61.52) | 386(38.48)
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You Tube Usually Use 454(73.11) | 243(62.95) 18.449 | 0.000
Use Occasionally | 106(17.07) | 74(19.12)
Use Rarely 45(7.25) 58(14.99)
Do Not Use 16(2.58) 12(3.1)
Total 621(61.61) | 387(38.39)

Wikipedia Usually Use 386(62.46) | 234(60.15) 14.031 0.003
Use Occasionally | 154(24.92) | 83(21.34)
Use Rarely 52(8.41) 33(8.48)
Do Not Use 26(4.21) | 39(10.03)
Total 618(61.37) | 389(38.63)

Conclusion literature by providing useful insight into the internet habits

The study examined the role of gender on internet habits
and cyber awareness of residents of district Gautam Budh
Nagar, Uttar Pradesh, India. Cyber awareness, cybercrime
victimization, exposer to motivated offenders (internet
hours per day), online security measure awareness,
popularity of social media platforms, sources of online
information and online habits of the internet users were
examined for ascertaining the presence of gendered
differences (if any). Cyber awareness in females was found
to be significantly more than the males in seven items out of
the twelve items of the cyber awareness construct.
Majority of the population felt that women were soft target
of cybercrimes. Males outnumbered the females
significantly in watching pornographic content online. It
was found that cyber stalking, phishing attacks, virus
attacks, data theft, online debit card/credit card frauds,
unsolicited emails have significant association with
gender, while hacking, online theft, cyber defamation and
online impersonation had no significant association with
gender. Further, it was found that there was significant
gendered difference in the online internet presence per day
of the users. Males were found to be significantly exposed
more than the females. Gendered differences in online
security measures awareness were found. Females were
found to be significantly less aware than males as far as
online security measures were concerned. WhatsApp was
found to be most popular social media site followed by You
tube and Facebook. It was revealed that males were using
the social media sites significantly more than the females.
Youtube followed by Wikipedia and search engines were
found to be the popular sources on online information.

The present research paper tries to make contribution to the
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and cyber awareness. The study is able to examine and
suggest that internet habits and cyber awareness play a very
important role in the online communication and gendered
differences exist in many constructs of internet habits and
cyber awareness. This study will provide a fundamental
authorization to have the understanding of differences
between genders when any further study is done to seek
linkage between gender and; internet habits and cyber
awareness. The results are suggestive of gender specific
interventions while dealing with the constructs of internet
habits and cyber awareness. Most of the work in this regard
is done in western context, this research gains importance
in giving useful insights in Indian context.

Though, these results are very encouraging, some of the
limitations of the study may be noted. Firstly, this study
was a cross-sectional study where data was collected at
single point of time, therefore, causal interpretations over
long term cannot be made which could have been possible
with longitudinal or experimental design. One more
limitation of this study was that it was limited to its
surveyed respondents only, i.e. the residents of district
Gautam Budh Nagar of Uttar Pradesh state in India.
Therefore, the conclusions drawn from this study may not
be generalized to the rural background and other smaller
towns of the country. Future researches may seek to see if
the results holds also good in other geographical areas of
India and other countries. It can be safely summarized that
these limitations provide further opportunity for probable
research that may improve or extend this study.

In spite of the abovementioned limitations, the results
deliver deeper understandings that gender has impact on
many aspects of the constructs internet habits and cyber
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awareness. Therefore, only looking at internet habits and
cyber awareness without considering gender may provide
flawed picture of the current scenario of usage pattern of
cyber world.
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