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Abstract

The initiation and implementation of surveillance by organizations can 
be interpreted as a signal that employees are no longer trustworthy. 
Employee may perceive surveillance as a threat to their privacy, 
resultantly they may involve in activities which may lead them to 
withdraw their extra role behaviors. This study was planned to 
investigate the impact of electronic monitoring on extra role behaviors 
under the mediating impact of stress and privacy invasion. Target 
population of this study was carefully chosen, and data was collected 
from the employees of telecommunication sector working in major 
cities of Punjab. Convenient sampling technique was applied for 
sampling and 300 questionnaires were distributed. Response rate 
remained 54 % and 164 questionnaires received back. Already 
established questionnaires having strong literature support were 
followed for this purpose. Instrument reliability was confirmed 
through Cronbach's alpha and values were in the acceptable range. 
Smart PLS 3.2.0 was used for data analysis. Results showed that 
employees of telecommunication sector perceive surveillance as a 
source of stress and reported positive but small correlation. On the 
other hand, employees reported that under electronic monitoring they 
feel higher level of privacy invasion. In addition to this it has been 
found that under perceived electronic monitoring employees tend to 
withdraw their extra role behavior (Organizational level) whereas tend 
to involve in organizational citizenship behavior at individual level. 
Limitations and future directions are also discussed

Keywords: Perceived Electronic surveillance, employee privacy, 
stress, organizational citizenship behavior

Introduction

Surveillance at workplace can lower the intensity of extra role 
behaviors if he or she perceive that his or her freedom is being 
threatened by an act of supervisor/organizational or any surveillance 
system. Literature shows that close surveillance and self-management 
practices are not complementary management strategies and such 
strategies can create problems if found difficult by the employees. 
Consistent with the principles of psychological reactance, employees 
exhibit particularly low levels of trust toward the organization and they 
“act out” with counterproductive work behaviors if employer adopts 
self-management work practices within organizational circuits. 
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Therefore, organizations must consider the self- which incorporates researches from technological 
management strategies with care while using electronic monitoring and surveillance perceptive and its effects on 
performance monitoring or other forms of surveillance. the employee OCB at workplace. 
Consequences of electronic surveillance need to be 

The second purpose of this study is to get deeper insights 
explored across a variety of industry and professional 

regarding organizational citizenship behavior with respect 
settings (Angela, Jackie and Martin, 2016). Keeping in 

to a unique construct of technology implications on the 
view the expanding pervasiveness of electronic monitoring 

values and beliefs of individuals within organizational 
and its consequences from psychological and physical 

settings. This study has tried to answer the major limitation 
point of view on the employees (both individuals and 

of other electronic surveillance studies who have not 
groups), as well as its impact on long-range behavior, also 

provided the convincing evidence regarding adverse 
need examination (Jonathan and James, 2014). 

effects of electronic monitoring on the contextual 
In the past, employee monitoring in manufacturing behaviors of employees.   Workplace surveillance has 
companies was carried out manually and at a minimal. This brought about concerns from all areas of society.  Several 
method of monitoring is still being used today. Bulitia, groups and professionals have their own arguments and 
K'Obonyo, & Ojera, (2014) suggest that management by reasoning regarding the practice. There are also many 
walking around is one sure way on increasing questions and concerns coming from these interest groups 
organizational performance. However, when employers with more focus on employee privacy. Despite most 
switched to advanced digital means to collect performance employers' efforts in defining and respecting surveillance 
information, there wasn't much legislation governing the boundaries, the employees feel that their privacy is being 
practice. There existed no defined boundaries as to how far violated. Privacy advocates still champion for reforms that 
an employer can carry out workplace monitoring (Allen et would offer greater protection for employees. Electronic 
al, 2007). Thus, with the improvement and changing surveillance is one key method that organizations use to 
technology and employees becoming more knowledgeable collect employee data. Electronic Monitoring Systems 
and with varying intentions, employers have adopted have been widely embraced by most organizations 
advanced methods of surveillance making it easier for them globally. 
to monitor employee activities (Yerby, 2013). The 

The literature on electronic surveillance provides 
American Management Association, in a 2005 study found 

convincing evidence that employees' attitudes towards 
that more than half of the respondents admitted to using 

surveillance play an important role in determining their 
video surveillance systems to monitor their employees. 

reactions to it (Alge et al., 2006; Mc Nall & Stanton, 2011; 
This, however, has brought about concerns from the 

O'Donnel et al., 2010a, 2010b; Spitzmüller & Stanton, 
employees themselves as well as other interest groups, who 

2006; Varca, 2006). So present study is an attempt to 
question whether to surveillance employees at work, and if 

explore role of employee privacy and stress as mediator of 
at all the practice leads to higher productivity (Martin & 

the relationship between perceived levels of surveillance 
Freeman, 2003). Other concerns raised are privacy 

OCBI and OCBO. As much of the literature on workplace 
concerns where legal institutions continuously set 

surveillance is based on work simulation studies using 
standards to protect employee privacy. These legal 

university students, where exposure to electronic 
institutions seek to draw the line between employee 

surveillance is manipulated experimentally (exceptions 
surveillance with intentions of monitoring productivity 

include O'Donnel et al., (2010a); Holland et al., (2015); 
versus surveillance with intentions of spying (Yerby, 

Jensen & Raver, (2012), the present study examines 
2013).Whereas employers argue that workplace 

surveillance that actual employees have experienced in 
surveillance seeks to ensure a secure and productive work 

their workplaces. Accordingly, we test our model with 
environment, to most employees, this feels like a violation 

survey data from individuals  engaged in a  
of privacy (Mautner, Anderson, & Haushild, 2001).

telecommunication Sector. This study would help 
This study has twofold purpose, first this study has managers of telecommunication sector in Pakistan to 
investigated the perception of individuals regarding understand and appreciate the need for workplace 
electronic monitoring in context of their organizational surveillance systems, generally adding value to the 
citizenship behavior. Currently, scholarly literature is operational efficiency by providing a framework that 
available on the employee organizational citizenship provides a more detailed perspective of the surveillance 
behavior (OCB), and its relationship with various process. Through the study, the managers will also learn of 
independent variables have been explored, however, there the challenges faced when implementing surveillance 
is no current scholarly research in the context of Pakistan systems and the effects of using the systems to monitor 
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employees in the workplace, thereby taking measures that various methods for instance: Monitoring internet usage, 
will in the long run be profitable to the organization. Policy capturing number of keystrokes using specialized 
makers would use this study as a guide in setting up software, video surveillance, computer and phone 
standards to protect employee privacy in the workplace. monitoring (Mishra & Crampton, 1998).

A variety of theoretical frameworks have been proposed to Video Surveillance (CCTV)
explain the relationships between the type and extent of 

Among the commonly used surveillance methods is video 
work surveillance, perceptions of surveillance and 

surveillance, also known as closed circuit television 
reactions to it. Mechanisms such as psychological 

(CCTV) surveillance. The cameras can be placed in easily 
reactance (Brehm, 1966; Brehm & Brehm, 1981), personal 

noticeable areas but in some cases, they are hidden, thus 
and social identity processes (Alge et al., 2006; O'Donnell, 

employees may never know that their behavior and 
Jetten, & Ryan, 2010) and attitude-behaviour models 

movements are being monitored. In a survey carried out by 
(Spitzmüller & Stanton, 2006) offer different rationales for 

the Society for Human Resource Management on whether 
the role that perceptions about surveillance play in 

it's an employer's right to use video surveillance, 
determining the way employees respond to it. Several 

approximately 40% of the respondents were in favour of 
recent studies have empirically examined these pro- posed 

the same (Losey, 1994). Videotaping of employees can be 
mechanisms in relation to different forms of surveillance, 

within or outside the workplace premises (Ciocchetti, 
such as video monitoring via CCTV (e.g. O'Donnel et al., 

2011). CCTV surveillance can also be integrated with the 
2010), electronic location sensing (e.g. McNall & Stanton, 

automated door access systems in order to track employee 
2011) and computer monitoring (e.g. Douthitt & Aiello, 

movement within the workplace premises.
2001).

Computer Monitoring
According to Grimmett (2014), employee monitoring is all 
about storage, analysis and reporting of information about The other widely used method is Computer Monitoring. 
an employee's actions, which may include their computer With the ever-improving technological trends, managers 
usage as well as their movements within the workplace can monitor their staff in the workplace in more depth than 
premises. Monitoring and surveillance are two words ever before (Hinds, 2012).  Managers can determine to 
which are mostly used interchangeably and are often what extents they monitor user workstations. For instance, 
confused (Reilly, 2010). Despite the privacy concerns monitoring keystrokes will provide managers with 
raised by employees, the law seems to favour the information on how a specific employee is performing 
employers. Workplace surveillance has brought about within a set timeframe, monitoring idle time will provide 
concerns from all areas of society.  Several groups and information on how long an employee spends off work 
professionals have their own arguments and reasoning computer and thus analyze the productivity. There exists 
regarding the practice. The common questions raised by application software that monitor workstation screens and 
these interest groups is whether to monitor employees at provide information on access to the hard disks, software 
work, and if at all monitoring leads to higher productivity installations on the terminals, file uploads and downloads. 
(Martin & Freeman, 2003). Other concerns raised are on With these systems the managers can monitor computer 
what actions specifically are to be monitored and what usage during work hours (Privacy Rights Clearinghouse, 
methods of monitoring are considered acceptable (Yerby, 2016), which will allow them to log all keystrokes and 
2013). Implementing workplace surveillance systems has capture screenshots of users' cyber activities thus showing 
not received overwhelming support and according to the keys as typed when sending emails, word processing, 
Watson (2001), labour unions and other activist groups still online chat sessions and much more.
complain about employee monitoring, associating it with 

Phone and Voicemail Monitoring
low employee morale and stress. 

Phone and voicemail monitoring are a common practice in 
The need to carry out surveillance in the workplace has 

organizations today. A few firms opt for phone tapping as a 
been driven by the managers' fear that employees spend 

surveillance technique. Managers wiretap into and 
most of their working hours browsing through social 

eavesdrop personal phone calls made by employees 
networking sites, attending to their personal emails, 

through their phone extensions on the Voice Over Internet 
shopping or even playing online games, thereby negatively 

Protocol (VoIP). This enables them to gather information 
affecting their productivity at the workplace.

on the phone numbers, time and duration of the calls 
Methods of Employee Surveillance (Bryant, 1995), frequency as well as destinations and costs 

of the phone calls made (Losey, 1994). Employers, through 
Electronic Workplace Surveillance can be carried out using 
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such monitoring, can also able to determine the duration of low job satisfaction because of possible pressure on losing 
calls (Privacy Rights Clearinghouse, 1997). excellence for quantity period. According to Holland, 

Cooper, and Hecker (2015) moderation in technology have 
Internet and Email Monitoring

an unequaled level of electronic Surveillance and 
In this digital era, organizations use electronic monitoring monitoring at employee and work both outside and inside 
with keen interest on rooting out issues such as low at workplace. Also have the possible to generate 'deadly 
productivity as a result of inappropriate internet usage and combinations' (Becker, Huselid, Pickus, & Spratt, 1997), 
to secure trade secrets from being leaked to the wrong mostly when joint with humane resource practices planned 
hands (Rosenblat, Kneese, & Boyd, 2014).  Managers are to develop belief and high obligation relations. That have a 
also notified when the staff use mail, as well as whether the meaningful negative effect on employees and work that we 
mail was received at the other end. They then determine called the 'dark-side' of technology. 
whether the emails are appropriate of work related and act 

According to Swelll and Barker (2006) employee respond 
based on their judgement. Firewalls and filters are not a 

differently about electronic surveillance and monitoring 
new phenomenon in most organizations. They are created 

some are accept electronic monitoring but against about 
to block access to websites that are not job related 

privacy issues they feel that electronic surveillance me 
(Ciocchetti, 2011). A study by the American Management 

troublemaker for us and feel so that why they reject it and 
Association on Electronic Monitoring & Surveillance 

shows the unfavorable response. Botan (1996) was the 
Survey in 2007 revealed that almost a third of employers 

pioneer to use the term panopticon as metaphor to denote 
fired employees for misusing emails. Apart from email 

the association between electronic surveillance at 
monitoring, employers also monitor voice mails and voice 

workplace. Like the physical structure defined by 
calls. For instance, in Customer Care companies, the 

According to (Foucault, 1977), the purpose of panopticon 
management wiretaps and listens to the telephone 

based on Bentham's panopticon electronically monitored 
conversations between the staff and customers to ensure 

are always able to see by authority they are always out of 
quality.

place. They are not acknowledged that they are observed 
Managers and supervisors have switched to the use of such are not at time they don't know which time we are observed 
systems to gather employee performance data. This data is or which time we are not observed. The panopticon and 
important to management as it forms basis of employee electronic surveillance and monitoring both have similarity 
compensation, rewards and promotions in some to controlled the monitored persons but in case of 
organizations. The need to adopt Electronic Monitoring electronic surveillance there are no physical in nature but in 
Systems in the workplace has been driven by the managers' case of panopticon there are physical existence but both 
need to keep track of employee activities within the components have same similarity one kind of physical and 
organization premises. Workplace surveillance may have a another in kind of without physical existence.   
lot of pros for instance improving employee productivity 

Bentham's panopticon  
and ensuring security, but it also has drawbacks such as 
lack of trust and fear among employees (Katz, 2015). A panopticon is a prison, workhouse, school, or medical 

facility in which all parts of the interior are visible from a 
Workplace Surveillance is gathering of personal data for 

single point because a central tower is surrounded by a 
detailed analysis. It involves the use of various surveillance 

circular building comprised of individual cells that are 
methods to capture information about the activities and 

open on both ends (Mack, 1969). On the inward face, each 
track movement of employees. Rule & Brantley (1992) in 

cell is open to observation from the tower, while on the 
their definition, referred to workplace monitoring as “any 

outward face, it is open to the light. The effect is that each 
logical monitoring in which everyone's job performance 

cell becomes a hollow shaft, illuminated from one end and 
with an eye to ensuring compliance with management 

open to observation on the other. Each cell is separated 
expectations. According to Grimmett (2014), employee 

from each other cell by a solid wall so that occupants cannot 
monitoring is all about storage, analysis and reporting of 

communicate with each other. Windows in the tower allow 
information about an employee's actions, which may 

an observer to see clearly into each cell, but light is blocked 
include their computer usage as well as their movements 

within the central tower so that its occupants are invisible 
within the workplace premises. 

from the cells. Cell occupants are always exposed to 
According to Gregory and Nussbaum (1982) the negative observation, isolated from each other, and unable to know 
effect of electronic surveillance oppose that it is an whether they are being observed.
invasion of employee privacy, create high level of stress 

The initiation and implementation of surveillance by 
which causes employee unfit, low morale, teamwork and 
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organizations can be inter- prated as a signal that advance departments are Organizational Citizenship 
employees are no longer trustworthy (Smith & Tabak, Behavior directed at the firm (Crawley & Beard, 2015).
2009).The start and installation of monitoring by 

Theoretical Foundations 
organization simply because the employee no longer 
trustworthy so the employer or management have no more Psychological Reactance Theory 
trust on employee at the workplace that's why the 

Provides an understanding of how organizational control 
management implementation the surveillance and 

mechanisms such as electronic surveillance relate to 
monitoring (Alder, Schminke, Noel, & Kuenzi, 2007) the 

employees' behavioral responses. Graupmann, Jonas, 
privacy invasion effect the employee morale and social 

Meier, Hawelka, and Aichhorn (2012) explain that 'a 
environment in the organization. The privacy of worker 

freedom of choice that is eliminated often becomes more 
very important in our society, so it is very crucial to protect 

attractive after its elimination. The use of surveillance 
employee privacy. The Protection of employee privacy is 

methods by organizations may engender psychological 
good fundamental in the society (Martin & Freeman, 

reactance because such systems limit the ability of 
2003).  

employees to behave freely and are therefore likely to be 
The concept of organizational citizenship behavior is perceived as a threat to freedom or control driving 
related to social psychological variable. The first employees to enact behaviors that are seen to redress the 
appearance of Organizational Citizenship Behavior (OCB) freedom seen to be under threat (Brockner, Spreitzer, 
was in Bateman & Organ (1983)'s study and described in Mishra, Pepper, & Hochwarter, 2004; Jensen & Raver, 
deeply in the book of Organ (1988) called Organizational 2012).
Citizenship Behavior: The Good Soldier Syndrome 

The Theory of Planned Behavior 
(Ozdemira & Ergun, 2015). Organizational Citizenship 
Behavior is necessary for the organization because of Ajzen, (1991), provides support for the link between 
personal contribution to attain the desired performance attitudes to surveillance and CWBs. Spitzmuller and 
(Popescu et al., 2012). The Organizational Citizenship Stanton (2006) used an approach based on this theory to 
Behavior increases effectiveness and participation of investigate employee compliance and resistance to 
employees, it inspires inter-organization and teamwork, electronic surveillance (i.e. computer, email and video 
cooperation also it decreases the costs of errors and usually monitoring). They examined the impact of attitudes 
offers a good work atmosphere (Taghinezhad et al., 2015). associated with electronic surveillance on intentions to 
Wiernik et al. (2016) stated that the concept of comply with or resist it. Surveillance attitudes in this study 
organizational citizenship behavior come into viewed over focused on individual's perceptions concerning their 
two ages back in the field of behavior of organization. employer's right to use various monitoring and surveillance 
Consequently, skill and capability of an organization technologies (e.g.  Organizations such as mining industry 
should be shifted its colleague's behaviors and attitudes have the right to keep logs of who sends email to whom). 
which performance for growth of organization from self- Perceived behavioral control (PBC) was assessed in terms 
interested behaviors. Bolino et al., (2014) stated that in of personal work control and experience with surveillance 
compare to in-role behavior of task performance, technology. In support of the central tenant of the TPB, the 
“Organizational Citizenship Behavior” (OCB) defined as results showed that surveillance attitudes were a 
to behavior of employee that is extra discretionary, is low particularly strong positive predictor of intentions to 
likely to be officially connected with rewards of comply with these systems. Jensen & Raver (2012) 
organization and gives to the organization or institute by examined the interactive effects of self-management 
encouraging a positive psychological and social climate. practices and electronic monitoring on both organizational 
Lee et al., (2013) explained the existence of Organizational citizenship behavior and CWB. These legal institutions 
Citizenship Behavior is probable to encourage a more seek to draw the line between employee surveillance with 
constructive and positive working and social atmosphere, intentions of monitoring productivity versus surveillance 
increasing the performance of a unit of work and the basic with intentions of spying (Yerby, 2013). 
goods of the organization. Organizational Citizenship 

Identity-based explanations for reactions to surveillance 
Behavior are not compensated or required for by the firm. 

also propose that a perceived threat to social identity can 
They have been categorized as “cooperative and 

invoke perceptions of privacy invasion, which in turn can 
constructive extra-role gestures”. Researcher suggested 

lead to perceptions of unfairness (Alge et al., 2006). In 
that aiding others with heavy load of work are 

addition to an unfavorable effect on attitudes, there is 
Organizational Citizenship Behavior directed toward 

evidence that high levels of surveillance can have a 
employee and making innovative recommendations to 
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negative impact on work behavior, leading to lower task Implementing workplace surveillance systems has not 
performance (Douthitt & Aiello, 2001), less organizational received overwhelming support and according to Watson 
citizenship behavior (Jensen & Raver, 2012).  (2001), labour unions and other activist groups still 

complain about employee monitoring, associating it with 
Literature provides an enough support regarding 

low employee morale and stress.
dissatisfaction negative attitudes towards the elecronotic 
monitoring employee perceive that their privacy is under There is evidence of both negative and positive effects of 
invasion. Employees perceive electronic monitoring as monitoring on extra-role behaviors. Although specific 
invasion of privacy and they termed it various research on the issue is sparse, the traditional human 
terminologies such as spying, snooping, electronic spying, relations perspective would seem to equate managerial 
sneaking, espionage, prying, and Big Brother. (Mishra & monitoring behaviors to close supervision, which has been 
Crampton, 1998). Literature on employee privacy stresses related to de-creased levels of employee motivation (e.g., 
on the argument that usage of electronic surveillance at Likert, 1961; McGregor, 1960). Seeking performance 
workplace is invasion of employees' privacy. Many information suggests an authoritarian approach to 
researchers in the past have shown their support in the favor management, in which an Orwellian "Big Brother" tries to 
of employees and postulated that using electronic watch and control the behavior of each employee. Recent 
surveillance at workplaces threatens the employee privacy accounts of employee reactions to computer monitoring 
(Findlay & McKinlay, 2003). give testimony to the potential for monitoring to have a 

"dark side" (Hoerr, 1988; McCandless, 1988). Though 
In the opinion of a manager working in a semiconductor 

positive relationships between monitoring and employee 
organization surveillance as caring: “Some employees may 

in-role performance have been found, monitoring may 
look at it as invading their privacy a little bit, but we need to 

directly decrease organizational citizenship behavior 
monitor employees to make sure that we are not 

(OCB), defined as extra-role behavior that is discretionary 
overworking employees so, the employee benefits.” 

and not explicitly related to the formal reward system of an 
Employees will tend to be more open in their privacy issues 

organization but is conducive to its effective functioning 
if they perceive some benefit (Stanton & Stam, 2003). 

(Organ, 1988).   
Whereas managers and proponents of workplace 
surveillance argue that it is a means to boost productivity, a 
good number of employees see it as a violation of privacy. 

Conceptual Framework & Hypotheses 



www.pbr.co.in

Volume 11 Issue 9, March 2019

H1: There is relationship between Invasion of Employee were asked. In the second section questions for study 
privacy and organizational citizenship behavior (I) variables were asked from the respondents. Responses 

against Perceived electronic surveillance was obtained by 
H2: There is relationship between Invasion of Employee 

using self-reported 4 items questionnaire developed by 
privacy and organizational citizenship behavior (O)

Stanton and Weiss (2000) and recently used by A.J. Martin 
H3: Electronic surveillance has an impact on Invasion of et al. (2016). Employee Privacy was measured by 5 item 
Employee privacy. questionnaires developed by House et al. (1981). Job Stress 

was operationalized by 9-item scale developed by Doreen 
H4: Electronic surveillance has an impact on 

Sams (2005). For consistency in the analysis, this tool 
Organizational citizenship behavior-Individual.

provides a measure of stress that arises from the working 
H5: Electronic surveillance has an impact on environment of the workplace. Organizational citizenship 
organizational citizenship behavior-organization. behavior (OCBI) was measured by 4 item questionnaires 

developed by Bommer, Miles, and Grover's (2003) and 
H6: Electronic surveillance has an impact on stress.

Organizational citizenship behavior (OCBO) was 
H7: Job stress has an impact on organizational citizenship measured by using 5 items which were adapted from 
behavior (I). Podsakoff, P.M, et al (2006) 12 items questionnaires.

H8: Job stress has an impact on organizational citizenship Smart PLS v. 3.2.0 was used to estimate both measurement 
behavior (O). as well as structural model. PLS-SEM is an alternative 

approach to the CB-SEM where theory is under 
Material and Methods  

development and basis and fundamental purpose of using 
Employees working in the Telecommunication Sector in SEM is predicting outcome variables and explanation of 
four major cities of Pakistan were selected for the purpose variance (Hair Jr, Hult, Ringle, & Sarstedt, 2016). 
of data collection. Keeping in view the previous studies Additionally, PLS-SEM eradicates the tension regarding 
sample size was considered for the purpose of statistical distributional assumptions being a non-parametric data 
inference, approval from the concerned office in- analysis technique (Hair Jr, Hult, Ringle, & Sarstedt, 
charge/unit was requested before distribution of 2016). Further Smart PLS is best choice to conduct 
questionnaires among the employees. After approval from statistcail analysis where sample size is small.
the HR departments data was collected. Individuals were 

Results & Measurement Model
asked to complete the questionnaires as per their ease. Total 
300 questionnaires were distributed, out of which 200 were Results of this study has been reported in two steps, in the 
received back and 164 were filled which were considered first step results pertaining to measurement model and in 
for data analysis with response rate of 55 %. Respondents the second step results pertaining to structural model have 
and organization were ensured that collected data will be been reported. 
used only for educational purpose and the issue of 

Outer model or measurement model in SEM is assessed on 
confidentiality will be considered on priority basis.  

the basis of reliability (indicator reliability, Cronbach's 
Instrument comprised upon two sections, first section was Alpha & composite reliability) and validity (discriminant 
designed to collect the personal/demographic validity and convergent validity). Average variance 
characteristics of the respondents and questions such as extracted (AVE) has been used as measure of convergent 
gender of the respondent, qualification, name of the validity. In addition to this Fornell-Larcker criterion has 
organization where working, age group of the respondents also been used as a measure of discriminant validity (Hair 
and length of service Five-point (5-1) Likert scale Jr et al., 2016).
instrument (strongly agree to strongly disagree) has been 
used. Negative/reverse coded items were used so that the 
respondents could response the answer with care.  Total 05 
variables are under investigation in this study, one is 
independent variable, two are mediating variables and two 
are dependent variables. The independent variable is 
perceived electronic surveillance. Dependent variables are 
organizational citizenship behavior (Individual Level) and 
Organizational citizenship behavior (organizational level), 
employee privacy and job stress are mediating variables.  
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Figure -2: Path coefficients

Values of reliability and validity were within the acceptable acceptable range of .50 (Hair Jr et al., 2016). Indicators 
range (above and near to cutoff values of respective having outer loadings less than .40 were discarded from the 
measure (Hair Jr, Hult, Ringle, & Sarstedt, 2013; Hair Jr et analysis, thus 2 items from the job stress, two from the 
al., 2016). However, the model fitness indices SRMR was OCBI and OCBO, and two from the invasion of employee 
slightly above the acceptable range SRMR=.12>.10. Outer privacy were removed from the analysis.  Values of CR, 
loadings of all indicators were above the cut point of 0.708 rho_A and Alpha were also within the acceptable range, i.e 
except items JSQ6, JSQ8 and JSQ9 (Job stress), OCBIQ2 greater than .60 except OCBO and IEP. However, these 
(Organizational citizenship behavior individual), values were above .50 indicating lower level of reliability 
OCBOQ5 (Organizational citizenship behavior (Table-1). Discriminant validity was established as showed 
organizational), PESQ1 (Perceived Electronic by table-2 (Fornell & Larcker, 1981) and HTMT model.
Surveillance). However, these indicators were retained in 
the model as the AVE of respective construct was within the 

Table-1 Convergent and discriminant validity 

Latent 
variable 

Indicators 
Outer 

Loadings 
Composite 
reliability 

Cronbachs 
Alpha 

rho A AVE  

Job Stress 

JSQ1 0.769 

0.886 0.849 0.859 0.527 

JSQ2 0.774 
JSQ3 0.781 
JSQ4 0.789 
JSQ6 0.639 
JSQ8 0.688 
JSQ9 0.621 

OCBI 
OCBIQ1 0.949 

0.777 0.513 0.801 0.645 
OCBIQ2 0.624 

OCBO 

OCBOQ1 0.762 

0.742 0.500 0.507 0.492 OCBOQ4 0.734 

OCBOQ5 0.596 
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PES 

PESQ1 0.647 

0.862 0.795 0.835 0.613 
PESQ2 0.847 

PESQ3 0.848 

PESQ4 0.774 

IEP 

PRIQ3 0.72 

0.762 0.531 0.534 0.516 PRIQ4 0.754 

PROQ5 0.679 
 

Table-2 Fornell & Larcker (1981) Criterion 
 

Variables  IEP OCBI OCBO PES Stress Mean S.D 

IEP 0.719     3.52 0.602 
OCBI 0.272 0.803    3.33 0.87 
OCBO 0.148 0.118 0.701   3.67 0.63 
PES 0.572 0.174 0.028 0.783  3.96 0.77 
Stress 0.115 -0.337 0.279 0.292 0.726 3.54 0.66 

 

Note: Diagonal represents the square root of AVE  

Structural Model Results - Model Predictive Accuracy constructs (Geisser, 1974; Stone, 1974). Here calculated 
Q2 values for endogenous latent variables were greater 

Path coefficients along with Coefficient of determination 
than 0, which confirmed the predictive relevance of 

(R2) have been reported in Figure-2. Significance of paths 
model/constructs (Henseler, Ringle, & Sinkovics, 2009; 

was assessed by applying bootstrapping technique at 
Vinzi et al., 2010). Further medium effect size was 

sample size of 5000. These path estimates along with 
observed for the path perceived electronic surveillance to 

significance level has been reported in Table-3. Thus, it 
invasion of employee privacy (f2=.489) and small effect 

here H1, H2, H4 and H5 have been rejected and H3, H6, H7 
size was observed for all other paths (Hair Jr et al., 2016). 

and H8 have been accepted. Blindfolding procedure was 
Thus, hypothesized model was con?rmed by the data. 

used to calculate Q2 to assess the predictive relevance of 
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                              Table-3 Structural Model–Hypotheses Test Results    

Hypothes
es 

Path 
Path 

coefficient 
Std: 

deviation 
P 

Values  
Results 

H1 Invasion of employee privacy => OCBI 0.225 0.127 0.08 Rejected 
H2 Invasion of employee privacy => OCBO 0.220 0.176 0.21 Rejected 

H3 
Perceived Electronic Surveillance => Invasion 
of employee privacy 

0.572 0.050 0.00 Supported 

H4 Perceived Electronic Surveillance => OCBI 0.165 0.105 0.12 Rejected 

H5 
Perceived Electronic Surveillance => 
OCBO 

-0.187 0.172 0.28 Rejected 

H6 Perceived Electronic Surveillance => Stress 0.292 0.124 0.02 Supported 
H7 Stress => OCBI -0.411 0.077 0.00 Supported 
H8 Stress => OCBO 0.308 0.143 0.03 Supported 

 
Conclusion stress and sense of privacy. The two components of 

citizenship behavior i.e organizational and individual are 
This study has attempted to explore the impact of perceived 

closely related to each other but in this study there have 
electronic surveillance on employee privacy, stress, 

been found a very minute correlation between them with a 
organizational citizenship behavior both individual and 

negative sign.The interesting finding of this study is that 
organizational level. Prime objective of this investigation 

there is negative relationship between the electronic 
was to test the possible tendencies of employees regarding 

surveillance and OCB (I) have been found negative 
extra role behaviors under the perception of electronic 

whereas the relationship of electronic surveillance and 
surveillance working in the telecom sector of Pakistan. 

OCB (O) have been found positive. Might possibly the 
This study has brought into some interesting findings, first, 

presence of electronic monitoring be perceived negatively 
existence of electronic surveillance has been found 

by the employees and they be afraid that their activities are 
positively related with invasion of employee privacy. 

being monitored through CCTV cameras, attendance 
Employees working in the telecommunication sector 

system are system login issues, in this way they tend to 
perceive that electronic surveillance invades their privacy. 

focus on their own work and might possibly avoid helping 
Further in the opinion of individuals electronic 

the other coworkers. Similarly, positive relationship 
surveillance increase their job stress and they experience 

between electronic surveillance and OCB(O) shows that in 
stress while working at workplace. This stress further has 

the presence of electronic monitoring employees tend to be 
showed very interesting result, indicating that it reduces 

regular and avoid wastage of time implying that increasing 
organizational citizenship behavior towards individual 

the performance of the organization and showing an 
whereas it increases the organizational citizenship 

increased level of OCB (O). As always, results of every 
behavior towards organization. However, the relationship 

research must be discussed within the boundaries of the 
of electronic surveillance with OCBI and OCBO has been 

study's limitations, which suggest interesting avenues for 
found insignificant at 5 % level of significance. In addition 

future research.  Due to cost and time limitations, the data 
to this the relationship of privacy invasion with OCBI and 

were collected from only four cities with a small sample 
OCBO has also been found insignificant at 5 % level of 

size. Another limitation of this study is that it was cross-
significance.  Respondents here reported that they feel 

sectional in nature due to time and cost constraints.  
higher level of privacy in the presence of electronic 
surveillance. Here individuals also reported that their level Future research could be conducted by collecting data from 
of job stress increases with the electronic surveillance. Two a large sample size. Future research could examine this 
different attitudes have been reported by the respondents at study for mixed gender, in other organizational setting and 
the same time. They feel higher level of privacy as well as with more heterogeneous sample. Qualitative investigation 
stress at the same time under the electronic surveillance. is required to explore the attitudes regarding surveillance as 

longitudinal research may reveal more detailed and in-
However, these relationships have small level of 

depth results. Employee from the other sector must be 
correlations implying that increase in electronic 

included in the future studies to get deeper insights. 
surveillance will bring positive but low level of change in 

Organizations should promote the electronic monitoring at 
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