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Impact of Digitalization and the Changing Security Environment on the 
Transformation of the Functioning Mechanism of Business Entities

Abstract

 The study is aimed at substantiating and evaluating the transformation 

of the mechanism of functioning of business entities under the impact of 

digitalization and the changing security environment. The 

methodological basis is a system and comparative approaches, statistical 

generalization, min-max normalization, integral assessment, weighting 

and ranking. The empirical base is formed based on the data of the Czech 

Republic, Hungary, Poland, Romania and Bulgaria, which are 

comparable in terms of institutional conditions of within the EU 

functioning, at the same time differ in the level of digital maturity of 

enterprises. For the comprehensive characterization of transformation 

processes, the indicators are grouped into three interrelated areas, 

namely: the level of digitalization, personnel and organizational 

transformation, and the security aspect of digitalization. The 

generalization of these components was carried out using the 

Comprehensive Index of Digital Transformation of Business Entities 

(CIDT). The main results of the study showed a significant 

differentiation of countries in terms of the level of digital transformation 

of the functioning mechanism of enterprises. The highest result was 

obtained by the Czech Republic – CIDT=0.780, which characterizes the 

highest and most balanced level of digital transformation. Hungary 

(0.520) and Poland (0.465) formed a group with an average level, but 

demonstrated different internal profiles: Hungary is characterized by 

high human and organizational capacity, while Poland is defined as a key 

constraint by the insufficient level of the security component. Romania 

(0.383) took the fourth position, demonstrating the highest security 

component among the studied countries with a lower level of 

technological digitalization. Bulgaria (0.128) is characterized by a low 

level of digital transformation and a systemic lag in terms of 

technological and personnel-organizational components. The practical 

effect of the study is to identify differentiated priorities of digital 

transformation: for the Czech Republic – maintaining a comprehensive 

balance; for Hungary – technological deepening and strengthening of 

digital security; for Poland – the priority of the development of 

cybersecurity mechanisms; for Romania – acceleration of technological 
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digitalization based on the established security base; for 

Bulgaria – comprehensive build-up of digital and personnel 

and organizational capacity.

Keywords: Digitalization, Digital Transformation, 

Business Entities, Functioning Mechanism, Digital 

Securi ty,  Personnel  Transformation,  Securi ty 

Environment, Adaptability, Integral Index, CIDT.

Introduction

Digitalization is one of the key factors in the transformation 

of the modern business environment, changing the way of 

the production and management processes, which are 

organized, interacting with employees and customers, 

using information and making managerial decisions. For 

business entities, digital technologies create opportunities 

to increase operational efficiency, flexibility and 

competitiveness, while at the same time creating new 

requirements for staffing, organizational structure and 

protection of digital resources. The relevance of digital 

transformation is enhanced by the variability of the external 

environment of enterprises, which is characterized by 

economic uncertainty, technological changes, geopolitical 

and military risks, cyber threats, infrastructure restrictions 

and disruptions of established supply chains. Under these 

conditions, digitalization acquires a dual character: on the 

one hand, it is a tool for adapting enterprises to changes, and 

on the other hand, it creates new dependencies and 

vulnerabilities related to the use of digital infrastructure, 

data and information systems.

At the same time, the existing approaches to assessing 

digital transformation often focus mainly on the 

technological  component ,  leaving personnel ,  

organizational and security aspects out of the 

comprehensive assessment. This necessitates the formation 

of the integrated approach that allows assessing the 

technological readiness of enterprises, their ability to 

organizationally implement digital changes, and the ability 

to ensure safe functioning within the external risks.

Literature Review

The digital transformation of business entities in modern 

conditions is considered not only as introducing individual 

information and communication technologies, but as a 

complex change in the ways of organizing business 

processes, resource management, decision-making, and 

interaction with the external environment. Studies of the 

digital transformation of business processes emphasize the 

need to restructure the mechanisms of their management 

and coordination, while modern works on digital business 

focus on changing the ways of creating and developing the 

economic value (Kirchmer (2021); Leimstoll et al. (2018). 

Digital maturity models further show that digital 

transformation should be characterized not only by the 

availability of technologies, but also by the depth of their 

integration into operational and management processes 

(Han et al. (2025)).

An important aspect is the transition from fragmented 

digitalization of individual operations to systemic 

transformation of business models and processes. 

Kirchmer (2021) considers digital transformation through 

the prism of business process management, while Leimstoll 

et al. (2018) associate it with the development of e-business 

and new ways of organizing activities. The study of 

digitalization of business processes in the context of the 

increased global competition also indicates its importance 

for changing the competitive capabilities of enterprises 

(Ostrovska et al. (2023)). In the Ukrainian context, digital 

transformation is considered as a source of new 

opportunities for business development and modernization 

of economic processes (Kalenyuk et al. (2025)). At the 

same time, the regulatory environment is an important 

prerequisite for the development of digital business, as it 

determines the institutional conditions for the 

implementation of digital solutions.

The separate area of the research is formed by works in 

which digital transformation is associated with the 

development of human and organizational potential. 

Browder et al. (2024) show that digital transformation can 

enhance organizational resilience through the development 

of digital capabilities, including virtual access, digital 

collaboration, data-driven decision-making, and 

algorithmic reprogramming. Awad and Martín-Rojas 

(2024) link digital transformation and organizational 

resilience to organizational learning and innovation. The 

importance of human capital for economic dynamics is also 
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confirmed by the research of Derii et al. (2022), while the 

role of intellectual capital in the innovative development of 

enterprises within the digitalization is revealed by 

Hryhoruk et al. (2024). The development of artificial 

intelligence and digital technologies also increases the 

requirements for human capital, education, and 

competencies (Lagodiienko et al. (2025)). In a broader 

context, digital transformation is associated with the 

innovative development of enterprises and economic 

systems, as well as with the formation of strategies for the 

sustainable development of companies.

The important context of the research is the relationship 

between digital transformation and enterprise resilience. Li 

and Wang (2024), based on data from Chinese companies, 

showed a positive impact of digital transformation on the 

resilience of enterprises, linking this effect to reduced 

agency costs, increased information transparency, and 

easing financial constraints. Xu et al. (2024a) established a 

positive relationship between digital transformation and 

the ability of enterprises to withstand supply chain 

disruptions, with the effect enhanced by supplier 

diversification and geographic diversification. Xu et al. 

(2024b) also found a positive impact of digital 

transformation on enterprise resilience through green 

innovation and overall factor productivity channels. At the 

same time, Wang et al. (2025) showed that the relationship 

between digital transformation and corporate resilience can 

be non-linear, so further scaling up digitalization does not 

guarantee a proportional increase in resilience. In addition, 

the resilience of enterprises is associated with inclusion in 

global value chains and the ability to adapt to changes in the 

external environment.

Digital and cybersecurity research is the additional sphere 

of the research. Awolowo et al. (2026) emphasize the need 

for comprehensive cybersecurity assurance of small and 

medium-sized enterprises through a combination of 

organizational culture, risk management, and appropriate 

control mechanisms. Carrapico and Farrand (2024) 

consider current cybersecurity trends in the European 

Union within digitalization and geopolitical changes. 

Hamburg (2023) emphasizes the importance of 

cybersecurity education and entrepreneur training, which 

directly links security to the human factor. Koibichuk et al. 

(2021) demonstrate that the spread of innovative digital 

technologies is accompanied by new risks of cybercrime 

and fraud. At the national economy level, the security 

dimension of digitalization is also associated with the 

mechanisms of state management of the development of 

digital technologies in the national security system 

(Samoilenko et al. (2024)). The study by Krylov et al. 

(2024) complements this approach by emphasizing the role 

of innovation infrastructure within digitalization of 

financial and economic management, while Shaposhnykov 

et al. (2025) show the relationship between personnel 

mechanisms and economic security of enterprises.

Digital transformation also depends on the broader 

institutional, regulatory, and economic environment. The 

research of regulatory policies and effective public 

governance demonstrates the importance of institutional 

conditions for the functioning of economic systems. The 

influence of institutional factors is also evident through 

corruption, shadow economy, and tax practices Grosu et al. 

(2026). The research of the digital economy and sustainable 

development highlights the need to align technological 

change with the long-term development goals of Hrubliak 

et al. (2026), while the development of regional innovation 

ecosystems is associated with the proliferation of artificial 

intelligence Popelo et al. (2025) and the interaction of 

public and private investment in research and development. 

Digital transformation also depends on the broader 

institutional, regulatory, and economic environment. 

Regulatory policies determine the institutional conditions 

for the development of digital businesses (Filyppova et al., 

2024), and the effectiveness of public administration is an 

important prerequisite for the functioning of economic 

systems (Kosach et al., 2022). Bibliometric analysis of 

regulatory policy confirms a sustained scientific interest in 

this direction (Zhavoronok et al., 2022). Macrofinancial 

stability determines the overall environment in which 

enterprises invest and digital modernization (Nikiforov et 

al., 2022), while corruption, shadow economy, and tax 

practices characterize institutional constraints on 

development (Grosu et al., 2026). At the same time, the 

digital economy is associated with the tasks of sustainable 
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development and transformation of economic systems 

(Hrubliak et al., 2026). At the level of innovation policy, the 

interaction of public and private R&D investments (Zhang 

et al., 2025), development of the digital economy and 

innovation ecosystems (Popelo et al., 2025), as well as state 

regulation of digital technologies in national security 

(Rudenko et al., 2024) are important.

Thus, the analysis of modern scientific literature allows us 

to conclude that the digital transformation of enterprises 

has at least three interrelated dimensions, including: 

technological, personnel-organizational, and security 

(Browder et al. (2024); Han et al. (2025); Li and Wang 

(2024)). In the biggest part of the studies, these components 

are analyzed separately: technological digitalization is 

evaluated through the spread of digital technologies and the 

transformation of business processes (Kirchmer (2021); 

Leimstoll et al. (2018)), organizational capacity – through 

human and intellectual capital, competencies and 

innovations (Derii et al. (2022); Hryhoruk et al. (2024); 

Lagodiienko et al. (2025)), and security through cyber 

risks, protection of digital resources, and the ability to 

counter threats Awolowo et al. (2026); Carrapico and 

Farrand (2024); Hamburg (2023); Koibichuk et al. (2021); 

Samoilenko et al. (2024). Based on the above, the issue of 

the comprehensive comparative assessment of the 

transformation of the functioning of business entities, in 

which technological digitalization, personnel and 

organizational capacity and digital security are considered 

as interrelated components of a single system, remains 

insufficiently studied. It is this research the gap that the 

comprehensive index of digital transformation of business 

entities (CIDT) proposed in the paper is designed to fill.

The purpose of the study is to substantiate and evaluate the 

transformation of the mechanism of functioning of business 

entities under the impact of digitalization and the changing 

security environment by determining the digitalization 

level of enterprises, their personnel and organizational 

capacity and security readiness, as well as the development 

of differentiated areas for increasing their adaptability and 

sustainability.

Methods and Methodology

To achieve the goal of the study, a set of interrelated 

methods was used, namely: the  system method – to 

substantiate the mechanism of functioning of an economic 

entity as a set of interrelated technological, personnel, 

organizational and security components; comparative 

analysis – to compare the levels of digital transformation of 

enterprises in the Czech Republic, Hungary, Poland, 

Romania and Bulgaria; the statistical analysis – to study 

and generalize initial indicators by country; min-max 

normalization method – to bring heterogeneous indicators 

to a single scale 0-1 and ensure their comparability; integral 

assessment method – to form subindices; weighting method 

– to calculate the CIDT index; ranking and grouping 

method – to determine the positions of countries and levels 

of digital transformation; graphical method – to visualize 

differences between countries by individual indicators and 

sub-indices.

To assess the transformation of the mechanism of 

functioning of business entities, a system of indicators has 

been chosen, which covers three interrelated dimensions of 

digital transformation. The first group includes indicators 

of the digitalization level of enterprises, which characterize 

the technological basis of changes; the second group 

includes the hiring of ICT specialists, own and external ICT 

specialists reflect the personnel and organizational capacity 

of the enterprises to implement digital changes; the third 

group – security measures, digital incidents and personnel 

informing characterize the ability to function safely in the 

face of digital and external risks. Thus, the selected system 

of indicators comprehensively covers the chain 

"technological capabilities → personnel and organizational 

implementation → safety of digitalized activities", which 

directly corresponds to the essence of the study of the 

impact of digitalization and the changing environment on 

the transformation of the mechanism of functioning of 

business entities. The indicators were selected on the basis 

of international standards and the availability of data from 

Eurostat. Based on the selected indicators, three sub-

indices and a comprehensive index of digital 

transformation (CITT index) were calculated (Table 1).
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In the model, the transformation of the mechanism of 

functioning of business entities is revealed through three 

interrelated groups of indicators, which will further form 

the basis of empirical analysis:

vGroup 1 – the digitalization level of enterprises; 

vGroup 2 – personnel and organizational 

transformation; 

vGroup 3 – the security aspect of digitalization. 

The Czech Republic, Hungary, Poland, Romania and 

Bulgaria were selected for the empirical study. The choice 

of these countries is due to their institutional and regulatory 

comparability as EU countries of Central and Eastern 

Europe, the common historical and economic context of the 

transformation and, at the same time, significant 

differentiation in terms of the level of digital maturity, 

human resources and organizational capacity and digital 

security of enterprises. This configuration of the sample 

provides the necessary balance between comparability and 

variability of data and allows to identify different models of 

transformation of the mechanism of functioning of business 

entities in a changing external environment.

All primary data were collected for the period 2020–2025.

Each indicator is normalized according to the “minimum-

maximum” formula relative to the sample of the studied 

countries.

Table 1. A system of indicators for the digitalization of business operations

 

Indicator Direction  Reason  

Companies with at least a basic level of 
digital intensity (DII) 

↑ 
Direct digitalization  

level  

Companies that use business software 
(ERP, CRM, BI) (Business Software)  

↑ 
Depth of digital 

processes  

Companies that use social media and 
online advertising (Social Media) 

↑ Digital channels  

Companies that have received online 
orders (at least 1%) (Online orders)

 
↑

 
Digital Commerce

 

Percentage of companies’ revenue from 
e-commerce (E-commerce share)

 

↑
 

Economic impact of 
digitalization

 
Companies that hire ICT professionals 

(hiring of ICT professionals)
 

↑
 

Workforce Capability
 

Companies where ICT functions are 
performed by in-house staff (in-house 

ICT professionals)
 

↑
 

Internal Competence
 

Companies where ICT functions are 
performed by external providers 

(external ICT professionals)

 

↑
 

Access to External 
Digital Services

 

 

Companies that implement any ICT 
security measures (security measures)

 

↑
 

Digital Environment 
Security

 
Companies that have experienced any 

ICT security incidents with 
consequences (incidents)

 

↓

 

The More Incidents, 
the Worse It Gets

 
Companies that inform employees about 
their ICT security responsibilities (staff 

training)

 

↑

 

Security Culture

 

Source: Compiled by the authors
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For each indicator (i – country, j – indicator): xjj

Normalized value range: 0-1 (1 is the best result in the 

sample of countries).  An important methodological caveat 

is that min-max normalization makes the indicators relative 

to the boundaries of the studied sample. Therefore, the 

value of the subindex S=1,000 or S≈ 0 does not mean 

100% value or absence of this or that indicator, 

respectively, but characterizes its position relative to the 

five countries included in the analysis.

Results

It is advisable to consider the functioning of an economic 

entity as a dynamic process of transforming resources, 

information and management decisions into economic 

results under the influence of internal and external factors. 

In the traditional sense, the mechanism of functioning of an 

enterprise includes a set of interrelated elements that ensure 

the formation and use of resource potential, the 

organization of business processes, managerial decision-

making, interaction with counterparties and the 

achievement of certain economic results.

At the same time, modern economic conditions 

significantly change the content of this mechanism. The 

digitalization of the economy, the spread of platform 

business models, the use of cloud technologies, big data and 

artificial intelligence, as well as the growth of cyber threats, 

infrastructure disruptions, logistical restrictions and other 

security risks form a qualitatively new environment for the 

functioning of enterprises. Under these conditions, the 

effectiveness of a business entity is determined not only by 

the efficiency of the use of resources, but also by its ability 

to quickly adapt to changes, maintain business continuity, 

protect digital resources and recover from external shocks.

Therefore, the mechanism of functioning of a business 

entity is proposed to be defined as a system of interrelated 

resource, technological, personnel, organizational, 

managerial and security elements, through the interaction 

of which the implementation of economic processes, 

decision-making, creation of economic value, adaptation to 

changes in the external environment and maintenance of 

the stability of the enterprise are ensured. To conclude, the 

digitalization is not a separate direction of enterprise 

modernization, but a factor in the transformation of the very 

mechanism of its functioning. At the same time, the security 

environment is not only an external constraint, since it 

affects the choice of technologies, labor organization, data 

management, the formation of reserves, the construction of 

communication channels and the ability of the enterprise to 

continue operating under crisis influences.

Modern literature confirms this logic quite well.

Browder et al. (2024) based on two longitudinal case 

studies showed that digital transformation enhances 

organizational resilience through the development of five 

digital capabilities: virtual access, virtual collaboration, 

data-driven decision-making, algorithmic reprogramming, 

and supported decision-making. 

Awad and Martín-Rojas (2024) explore the relationship 

between digital transformation and organizational 

resilience through organizational learning and innovation, 

which is especially important for the rationale for the HR 

and organizational transformation group, because 

digitalization does not create resilience automatically, but 

is implemented through the organizational capabilities of 

the enterprise.

Li and Wang (2024), based on data from Chinese 

companies, showed a statistically significant positive 

impact of digital transformation on the sustainability of 

enterprises. The mechanism of this impact is associated 

with a decrease in agency costs, increased information 

transparency, and easing of financial constraints. Thus, 

digitalization changes not only technologies, but also the 

mechanism of management and resource provision of the 

enterprise.

Xu et al. (2024a) found that digital transformation increases 

the resilience of enterprises to supply chain disruptions, and 

the positive effect is enhanced by diversification of supply 

sources and geographical diversification, which directly 

confirms the need to include security and adaptation 
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aspects in the mechanism of functioning of business 

entities. At the same time, it is interesting that the results of 

Wang, Tang, Li (2025) show the nonlinearity of this 

relationship – a moderate level of digital transformation 

provides higher corporate resilience, and excessive 

digitalization does not necessarily give an additional 

positive effect. That is, not always the more digitalization in 

the functioning of an entity, the better; the effect of 

digitalization depends on human resource readiness, 

organizational capacity, security of the digital environment, 

and the ability of the enterprise to integrate technology into 

its own business processes. Another important result was 

obtained by Xu et al. (2024a): digital transformation has a 

positive impact on the sustainability of enterprises, and the 

channels of this influence are green innovation and overall 

factor productivity.

Thus, most modern works consider the relationship 

between digital transformation and the adaptability of an 

economic entity, while the transformation of the 

mechanism of functioning of an economic entity manifests 

itself in at least three interrelated planes.

The first is the technological plane, which characterizes the 

actual digitalization level of the enterprise, covers the 

spread of digital technologies, the use of cloud services, 

electronic management systems, digital platforms, data 

analytics, artificial intelligence and other technological 

tools. At the same time, digital technologies change not 

only individual operations, but also the ways of 

coordinating resources, interacting with customers and 

suppliers, and making management decisions.

The second is the personnel and organizational plane, since 

technological transformation is impossible without 

appropriate changes in human capital and organizational 

structure. The spread of digital technologies creates the 

need for new competencies of employees, digital literacy, 

professional retraining, changes in labor organization 

models and the development of flexible forms of 

interaction. Accordingly, digitalization transforms not only 

the technological base of the enterprise, but also its 

organizational capacity.

The third is the security plane, which is of particular 

importance in the context of growing digital and physical 

risks. An increase in the company's dependence on digital 

infrastructure simultaneously creates new opportunities 

and new vulnerabilities. Cyber threats, data leaks, digital 

infrastructure failures, power outages, disruptions of 

supply chains, and other external shocks require the 

integration of security mechanisms directly into the 

enterprise's operating system.

Thus, digitalization is not an independent technological 

process, but a systemic factor in the transformation of the 

mechanism of functioning of a business entity. At the same 

time, the digital component creates new opportunities, the 

personnel and organizational component ensures the ability 

of the enterprise to implement them, the security 

component determines the conditions for protected 

operation, and the adaptive-resistant component 

characterizes the resulting transformation effect (Fig. 1).

Figure 1. Conceptual model of transformation of 

the mechanism of functioning of an economic entity under the 

influence of digitalization and changing security environment

Source: built by the authors
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The conceptual model reflects the systemic transformation 

of the mechanism of functioning of an economic entity 

under the influence of two interrelated groups of factors – 

digitalization and a changing security environment. Its 

fundamental feature is the refusal to consider digitalization 

solely as technological renewal. Digital technologies are 

considered as a factor in restructuring the ways of 

organizing activities, resource management, formation of 

competencies, decision-making and interaction of the 

enterprise with the external environment.

The initial level of the model is the external environment of 

the business entity's functioning, which forms a system of 

opportunities, constraints, risks and covers economic 

conditions, technological trends, market and competitive 

factors, regulatory and institutional environment, as well as 

security threats. In conditions of high uncertainty, it is the 

external environment that becomes a source of constant 

need to revise established models of organization of 

activities. Of particular importance is the changing security 

environment, which includes physical, cybernetic, 

informational, infrastructure, energy, logistics, and 

economic risks. For a modern enterprise, security can no 

longer be considered as a separate function. The growing 

dependence on digital infrastructure simultaneously 

expands the capabilities of the enterprise and creates new 

vulnerabilities, which necessitates the integration of 

security components directly into the mechanism of its 

functioning.

The second initial factor is digitalization, which involves 

the introduction of digital technologies into business, 

management, communications, and interaction with 

stakeholders. Its impact is not limited to the automation of 

individual operations. Digitalization changes the speed of 

information exchange, ways of coordinating activities, 

access to resources and knowledge, the nature of 

managerial decision-making, and the ability to monitor the 

external environment.

At the intersection of digitalization and a changing security 

environment, there is a need to transform the mechanism of 

functioning of an economic entity. It is this block that is 

central to the proposed model. Transformation does not 

mean a one-time introduction of certain technologies, but a 

sequential restructuring of interrelated technological, 

personnel, organizational, managerial and security 

elements of the enterprise.

The level of digitalization at enterprises should be 

interpreted not only through individual indicators, but 

primarily through the formed sub-index S1, which makes it 

possible to compare the overall level of digitalization of 

enterprises in the sample countries (Fig. 2).

According to the results of the normalized indicators, the 

highest integrated level of digitalization in enterprises was 

recorded in the Czech Republic – S1=1,000. This means 

that for all indicators included in the analysis – DII, the use 

of business software, social networks, online orders, and 

the share of e-commerce, the Czech Republic has the 

highest values in the formed sample. At the same time, it is 

important to note that the value of 1,000 reflects the best 

position among the countries studied, and not the absolute 

limit of the digital maturity of enterprises.

The second place is occupied by Hungary (S1=0.491), 

where the integral digitalization level is almost half that of 

the Czech Republic. The strongest point of Hungarian 

enterprises is the share of e-commerce (0.761), while the 

use of business software (0.343) and social networks 

(0.389) has significantly lower normalized values. This 

indicates a certain unevenness of digital transformation, 

when the development of e-commerce is ahead of the 

spread of individual internal digital tools.

Figure 2. Average normalized values of indicators of 

the level of digitalization at enterprises by country 

and the total value of the S1 sub-index

Source: Eurostat and own calculations
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Poland shows a similar result – S1=0.450, occupying the 

third position. Its advantages are a high level of DII (0.662), 

active use of social networks (0.576) and a significant share 

of e-commerce (0.557). On the other hand, the indicator of 

online orders has a very low normalized value – 0.057, 

which indicates the heterogeneity of digitalization of 

various business processes. That is, digital tools are already 

widely present in the activities of Polish enterprises, but 

their integration into individual operational processes 

remains uneven.

For Romania, S1=0.186 was obtained, which indicates a 

noticeable lag behind the three leaders. The highest among 

individual indicators is the use of social networks (0.381), 

while business software (0.053) and online orders (0.000) 

are characterized by low values. Consequently, the 

digitalization of Romanian enterprises is more manifested 

in external digital communication than in deep digital 

integration of business processes.

The lowest value of the sub-index was recorded in Bulgaria 

– S1=0.003. The almost zero values of DII, business 

software, social networks, and the share of e-commerce 

indicate the lowest level of digitalization in all the main 

components of the comparison. At the same time, the 

indicator of online orders (0.014) also remains close to the 

minimum.

Thus, there is a significant differentiation of the 

digitalization level of enterprises between countries. If the 

Czech Republic forms the upper limit of digital maturity in 

the studied sample, then Bulgaria is at the opposite pole. 

Hungary and Poland form an intermediate group with 

relatively close S1 values, while Romania occupies a lower 

position.

At the same time, the results show that digitalization in 

enterprises is multidimensional. High values of one 

indicator are not necessarily accompanied by similarly high 

values of others. For example, Hungary has a high position 

in e-commerce, Poland – in DII and social networks, while 

Romania demonstrates a relatively stronger result in digital 

communication, which confirms the feasibility of using the 

composite sub-index S1, which avoids evaluating 

digitalization by only one technological parameter.

The level of digitalization itself does not yet determine the 

ability of an enterprise to function effectively in a changing 

environment. Therefore, the next step is logically to 

analyze the indicators of group 2 – personnel and 

organizational transformation, which will find out how 

much the technological capacity of enterprises is supported 

by appropriate human and organizational capabilities (Fig. 

3).

The results of normalization of indicators of personnel and 

organizational transformation demonstrate a noticeable 

differentiation between countries. The formed sub-index 

S2 combines three characteristics: the hiring of ICT 

specialists, the availability of own ICT specialists at 

enterprises and the use of external ICT specialists. Unlike 

the first group, these indicators characterize not so much the 

technological equipment of enterprises as their 

organizational capacity to provide digital transformation 

with human and functional resources.

The highest value of the S2 sub-index was recorded in 

Hungary – 0.738. The country demonstrates the maximum 

normalized value in terms of hiring ICT specialists – 1,000, 

as well as high values of the use of in-house ICT specialists 

in enterprises – 0.652 and external ICT specialists – 0.561. 

Thus, Hungarian enterprises are characterized by the most 

pronounced personnel orientation of digital transformation 

among the countries studied. The combination of internal 

Figure 3. Average normalized values of indicators of 

personnel and organizational transformation by 

country and the total value of the S2 sub-index

Source: Eurostat and own calculations
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competencies with the use of external ICT specialists 

indicates a combined model of organizational support for 

digitalization.

The second place is occupied by the Czech Republic – 

S2=0.711. Its result is the most balanced: all three 

components are high – hiring ICT specialists (0.640), in-

house ICT specialists (0.823) and external ICT specialists 

(0.669). A particularly high rate of in-house ICT specialists 

indicates a significant internal organizational capacity of 

enterprises to support digital processes. Thus, the Czech 

Republic is characterized by the most balanced structure of 

personnel and organizational support for digitalization.

Poland received S2=0.668, taking third place. Its strength is 

the hiring of ICT specialists – 0.780, as well as the 

extremely high level of use of external ICT specialists – 

1,000. At the same time, the value of in-house ICT 

specialists is only 0.224. This indicates the predominance 

of a model in which enterprises largely engage external ICT 

specialists and services, compensating for relatively 

weaker internal ICT capacity.

For Romania, the S2 value is 0.416. A feature of the country 

is the maximum value of the indicator of its own ICT 

specialists (1,000) with the lowest value of the index of 

hiring ICT specialists. The use of external ICT specialists 

also remains moderate – 0.248. Thus, the digitalization of 

Romanian enterprises according to the studied 

characteristics is more based on the existing internal 

organizational functions than on the active expansion of 

ICT personnel or the involvement of external providers.

The lowest result is demonstrated by Bulgaria – S2=0.090. 

The value of the indicator of own ICT specialists is 0, 

external ICT specialists – also 0. The hiring of ICT 

specialists has only 0.271. Thus, Bulgaria is characterized 

by a significantly lower level of personnel and 

organizational support for digital transformation compared 

to other countries in the sample.

Therefore, a high digitalization level of enterprises is 

accompanied by the same structure of personnel and 

organizational support. For example, Poland ranks third in 

the S1 digitalization sub-index (0.450), and in third position 

in S2, although with a much higher value of 0.668. At the 

same time, the Czech Republic retains its leading positions 

both in technological digitalization (S1=1,000) and in 

personnel and organizational transformation (S2=0.711).

The ratio of Poland and Hungary is especially indicative. 

Poland has a slightly lower S2, but its model is 

characterized by a high involvement of external ICT 

specialists. Hungary, on the contrary, demonstrates the 

highest intensity of hiring ICT specialists and sufficiently 

high values of both internal and external ICT specialists. 

This indicates the existence of different organizational 

models of digital transformation: internally oriented, 

externally oriented and combined.

Thus, the results of the analysis of group 2 indicators 

confirm that personnel and organizational transformation is 

an independent dimension of digital transformation of 

enterprises. The availability of digital technologies creates 

only a potential opportunity to modernize activities, while 

its actual implementation depends on the ability of the 

enterprise to provide the necessary ICT competencies, 

organize relevant functions within the enterprise or 

effectively attract them from the external environment.

In the context of the proposed conceptual model, this means 

that S1 characterizes the technological readiness of the 

enterprise for digital transformation, while S2 characterizes 

its human and organizational capacity to implement this 

transformation. It is their combination that creates the 

prerequisites for the transition to the next dimension – the 

security of a digitalized enterprise, since the expansion of 

digital infrastructure and the involvement of internal and 

external ICT functions simultaneously increases the 

requirements for data protection, cybersecurity and 

business continuity. 

The third group of indicators characterizes the security 

aspect of the digitalization of enterprises and reflects the 

ability of business entities to ensure the protection of digital 

resources, reduce the likelihood of negative consequences 

of cyber and information threats, and form an appropriate 

safety culture among personnel. The group includes three 

indicators: the prevalence of security measures, the 

frequency of incidents, and the level of staff awareness of 

digital security issues. (Fig. 4).
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The results demonstrate a significant differentiation of 

countries by the nature of the formation of the security 

component of digitalization. The highest value of the S3 

sub-index was recorded in Romania – 0.637. The country 

has a maximum normalized value for security measures – 

1,000, as well as sufficiently high values for staff 

information – 0.657 and no incidents – 0.253. Thus, 

Romania's strength lies primarily in the widespread 

implementation of formal and technological security 

measures and sufficient attention to informing employees. 

At the same time, the relatively low value of the “Incidents” 

component indicates that the presence of security measures 

does not completely eliminate the risk of their occurrence.

The Czech Republic ranks second with S3=0.554. Its 

peculiarity is the maximum result in informing staff – 

1,000, which indicates a high level of employee 

involvement in the digital security system. At the same 

time, the value of security measures is 0.376, and the 

incident-adjusted indicator is 0.287. Thus, the Czech 

security model is characterized by a significant emphasis 

on the human factor and the formation of a digital security 

culture.

For Hungary, S3=0.342 it was obtained, it is only slightly 

inferior to Bulgaria. At the same time, the structure of the 

sub-index is fundamentally different: the normalized value 

of the "Incidents" indicator is 0.921, that is, according to 

this criterion, the country demonstrates one of the best 

results in the sample. On the other hand, security measures 

have a value of only 0.105, and staff informing is 0.000. 

Therefore, a relatively favorable result in terms of the 

frequency of incidents is not accompanied by similarly high 

values of preventive measures and staff information.

Bulgaria demonstrates S3=0.341, almost identical to the 

value of Hungary. Its key advantage is the maximum 

normalized result for incidents – 1.000. However, security 

measures have a minimum value of 0.000, and staff 

informing – only 0.023, which indicates the asymmetric 

nature of the security profile: a favorable outcome for 

actual incidents is not supported by an appropriate level of 

preventive digital security and staff training.

The lowest value of the sub-index was obtained by Poland – 

S3=0.280. At the same time, the normalized value of safety 

measures is 0.542, which is a relatively high result, and the 

information of personnel is 0.299. However, the adjusted 

incident indicator is 0.000, which significantly reduces the 

overall value of the sub-index. Thus, there is a certain 

discrepancy between the availability of security measures 

and the actual result of incidents at Polish enterprises.

Therefore, the level of digital security of enterprises is not a 

one-dimensional characteristic. The high prevalence of 

security measures is not necessarily accompanied by a low 

frequency of incidents, and a relatively low number of 

incidents does not necessarily mean a formed system of 

preventive protection. That is why the simultaneous 

consideration of security measures, actual incidents and 

informing personnel allows you to obtain a more 

comprehensive description of the security environment of 

enterprises.

The comparison of Romania and Hungary is particularly 

indicative. Romania has the highest S3 value (0.637) due to 

the combination of a high level of security measures and 

staff awareness. Hungary, on the other hand, demonstrates a 

very high score on the adjusted incident indicator (0.921), 

but a minimum level of staff awareness (0.000) and a low 

level of security measures (0.105). Therefore, the same 

direction of the result for a separate indicator can be formed 

under fundamentally different models of safety behavior.

The result of the Czech Republic is also indicative, which 

had a maximum value of S1=1,000 in terms of the 

Figure 4. Average normalized values of security indicators 
by country and the total value of the S3 sub-index

Source: Eurostat and own calculations

103



Pacific Business Review (International)

Volume 19, Issue 4, October 2026

digitalization level of enterprises and at the same time ranks 

second in terms of the security sub-index S3=0.554. This 

indicates a relatively coordinated development of the 

technological and security components of digital 

transformation. At the same time, the results of Poland 

show that a high digitalization level does not automatically 

guarantee a high level of security: for S1, the country ranks 

third (0.450), while for S3 it ranks last (0.280).

Thus, the results of the analysis of group 3 indicators allow 

us to draw a fundamental conclusion for the study: 

digitalization and security are not identical processes. The 

expansion of the use of digital technologies creates new 

opportunities for the enterprise, but at the same time 

increases the importance of protecting information 

resources, training personnel and managing digital risks. 

Therefore, a high level of digital maturity should be 

accompanied by an appropriate development of the security 

capacity of the enterprise. Within the conceptual model, the 

S3 sub-index plays the role of a protective component of the 

transformation of the functioning mechanism. If S1 

characterizes technological capacity, and S2 – personnel 

and organizational capacity, then S3 reflects the ability of 

the enterprise to protect digitalized processes and ensure 

their safe functioning. 

To summarize the results obtained and determine the 

complex transformation profile of the mechanism of 

functioning of business entities, it is advisable to compare 

the values of the three formed subindices. In contrast to the 

previous step-by-step analysis of individual indicators, 

such a comparison makes it possible to determine the 

structural balance of digital transformation and identify 

cases when technological, organizational and security 

components develop with different intensity. The average 

normalized values of sub-indices before their further 

weighting are given in Table. 2.

Table 2. Average normalized values sub-indices (before weighting)

 

Index 
Czech 

Republic 
Hungary Poland Romania Bulgaria Order of countries 

Sub-index 
1 

Digitalization level 1.000 0.491 0.450 0.186 0.003 
Czech Republic > 

Hungary > Poland > 
Romania > Bulgaria 

Sub-index 
2 

HR & 
organizational 
transformation 

0.711 0.738 0.668 0.416 0.090 
Hungary > Czech 

Republic > Poland > 
Romania > Bulgaria 

Sub-index 
3 

Security aspect 0.554 0.342 0.280 0.637 0.341 
Romania > Czech 

Republic > Hungary > 
Bulgaria > Poland 

Source: calculated and grouped by the authors

A comparison of three sub-indices demonstrates that 

countries are characterized by different profiles of digital 

transformation, and therefore, their positions cannot be 

adequately explained only by the general level of 

technological digitalization.

The most balanced profile is observed in the Czech 

Republic. The country has a maximum value of S1 and at 

the same time high values of S2 and S3. The gap in the 

technological component is not accompanied by a 

proportional weakening of the personnel, organizational or 

security components. This gives grounds to characterize the 

Czech model as one where the digital maturity of 

enterprises is supported by appropriate internal 

organizational capabilities and security mechanisms.

Hungary shows a different profile. Its S2 is the highest 

among all countries, while S1 is in second position and S3 is 

at the middle level. Thus, the human and organizational 

capacity of Hungarian enterprises is somewhat ahead of the 

technological component, which indicates the presence of 

organizational potential to further deepen digitalization.

104



Pacific Business Review (International)

Volume 19, Issue 4, October 2026

Poland is characterized by relatively close values of S1 and 

S2 – 0.450 and 0.668, respectively, but much lower S3 – 

0.280. This configuration is indicative, as it demonstrates 

the gap between the organizational readiness for 

digitalization and the security component of its 

implementation. Therefore, further deepening of digital 

transformation in such a model requires simultaneous 

strengthening of digital security mechanisms.

Romania has the most specific profile. For S1, the country 

is in fourth place, and for S3 – in first place. Thus, a 

relatively lower level of technological digitalization is 

accompanied by the highest score in terms of the security 

component, i.e. safety readiness is not necessarily formed 

as a derivative of the overall level of digitalization. 

Enterprises can pay considerable attention to the protection 

of digital processes even in conditions of relatively less 

technological maturity.

Bulgaria ranks last for S1 and S2 and fourth for S3. Its 

profile is characterized not only by a low level of 

digitalization, but also by an insufficiently formed HR and 

organizational basis for digital transformation. At the same 

time, the position for S3 is slightly higher than one would 

expect given S1 and S2, which also confirms the lack of 

direct proportionality between technological digitalization 

and the security component.

Thus, the comparison of sub-indices allows us to 

distinguish three fundamentally different types of 

transformation profiles. The first is balanced, represented 

by the Czech Republic, where the technological, 

organizational and security components are developed 

relatively coherently. The second is organizationally 

oriented, typical for Hungary and Poland, where the 

personnel and organizational capacity is higher than the 

technological component. The third is security-oriented, 

most clearly represented by Romania, where the security 

component is significantly ahead of the general level of 

digitalization.

Therefore, the results confirm the absence of a linear 

relationship between the individual components of the 

transformation of the mechanism of functioning of 

enterprises. A high level of digitalization by itself does not 

guarantee a similar level of organizational readiness or 

digital security. That is why the further reduction of the 

three components into an integral assessment should be 

carried out using reasonable weights, which will determine 

not only the position of the country in certain areas, but also 

its overall level of transformation capacity of enterprises.

Based on the average normalized indicators, three sub-

indices were calculated. The CIDT index is a 

comprehensive indicator of the Composite Index of Digital 

Transformation of the mechanism of functioning of 

economic entities in the context of digitalization and the 

changing security environment, taking into account the 

weighting factors: the level of digitalization at enterprises, 

personnel and organizational transformation, and the 

security aspect. A higher value of the CIDT index indicates 

a better general state of digitalization of the mechanism of 

functioning of economic entities in the country. The CIDT 

index includes 3 sub-indices, each of which includes 3-5 

indicators:

Index CIDT = S1 * 0.40 + S2 * 0.30 + S3 * 0.30            

(2)

where, S1 "Digitalization level of enterprises" – the weight 

is 40%, since it is digital technologies that are the primary 

material and technological basis of transformation. The use 

of digital tools, software, digital channels of interaction and 

e-commerce directly changes the way business processes, 

information flows and management decision-making are 

organized. At the same time, the increased weight of S1 

does not mean the dominance of the technological factor 

over others, but reflects its basic role, without a sufficient 

level of digitalization, the possibilities of personnel 

transformation and digital security cannot be fully realized.

S 2  “ H u m a n  R e s o u r c e s  a n d  O rg a n i z a t i o n a l  

Transformation” receives a weight of 30%, since digital 

technologies alone do not ensure the transformation of the 

enterprise. Their effectiveness depends on the availability 

of appropriate ICT competencies, the ability to attract 

specialists, the formation of internal ICT functions and the 

ability of the enterprise to integrate digital solutions 

organizationally. Thus, S2 reflects the ability of the 

enterprise to transform the technological potential into real 

changes in the mechanism of functioning.
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S3 “Security Aspect of Digitalization” has a weight of 30%. 

The same weight level is due to the fact that in a changing 

external environment, digitalization simultaneously 

creates new opportunities and new vulnerabilities. The 

growing dependence of the enterprise on digital 

infrastructure, data and information systems increases the 

importance of cybersecurity, information protection, 

incident prevention and personnel training. Therefore, 

security capability is not a supplement to digitalization, but 

a necessary condition for its sustainable functioning.

For the comprehensive assessment of the transformation of 

the mechanism of functioning of business entities in the 

digitalization context and a changing security environment, 

the aggregation of three formed sub-indices was carried 

out, taking into account their functional role in the proposed 

model. Unlike the previous comparison, where each 

component was considered separately, the Comprehensive 

Index of Digital Transformation of Business Entities 

(CIDT) allows you to determine the overall position of the 

country and at the same time establish which components 

form its strengths and weaknesses (Table 3).

Table 3. Weighted averages of the sub-indices and the Composite Index of Digital Transformation of Business 

Entities in the Context of Digitalization and Changing Security Environment (CIDT), 2021–2025

 

Country 
S1 

(0,40) 
S2 

(0,30) 
S3 

(0,30) 
CIDT Rank Gradation 

The Czech 

Republic 
1,000 0,711 0,554 0,780 1 High level of digital transformation in the face of security 

challenges 

Hungary 0,491 0,738 0,342 0,520 2 Intermediate level (the country has both strengths and 
weaknesses) 

Poland 0,450 0,668 0,280 0,465 3 Intermediate level (the country has both strengths and 
weaknesses) 

Romania 0,186 0,416 0,637 0,383 4 Below average 

Bulgaria 0,003 0,090 0,341 0,128 5 Low levels of digital and security maturity 

Source: calculated and grouped by the authors

The results of the integral assessment demonstrate a clear 

differentiation of countries in terms of the ability of 

enterprises to transform the mechanism of functioning 

under the influence of digitalization and security 

challenges. The CIDT value varies from 0.128 in Bulgaria 

to 0.780 in the Czech Republic, i.e. the gap between the 

extreme positions is 0.652 points. This indicates a 

significant unevenness in the digital and organizational and 

security readiness of enterprises in the studied countries.

The Czech Republic (CIDT=0.780) ranks first and is the 

only country with a high level of digital transformation. Its 

advantage lies not only in the maximum S1=1,000, but also 

in sufficiently high S2=0.711 and S3=0.554. The Czech 

Republic's result is formed due to the coordinated 

development of three components. This is fundamentally 

important. The country not only has a high level of 

digitalization, but also has human and organizational 

capacity and a relatively well-established digital security 

system. For other countries, the Czech profile can be seen as 

a benchmark for balanced digital transformation, when 

technological investments are accompanied by the 

development of human capital and security infrastructure.

Hungary received CIDT=0.520, taking second place. Its 

peculiarity is the highest value among countries S2=0.738, 

while S1=0.491 and S3=0.342. The main limitation of 

digital transformation is not personnel and organizational 

readiness, but insufficient depth of technological 

digitalization and security provision. It is advisable for 

Hungary to direct the existing personnel and organizational 

potential to accelerate the technological modernization of 
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enterprises and simultaneously strengthen digital security. 

The priorities should be the integration of digital 

technologies into internal business processes, the 

expansion of the use of modern digital platforms and the 

strengthening of information security systems. That is, for 

Hungary, the strategy looks like a strong organizational 

base → technological deepening → strengthening security.

Poland has a CIDT=0.465 and the third position. Its 

S2=0.668 significantly exceeds S1=0.450, while S3=0.280 

is the lowest among all the countries studied. This is one of 

the most important results of the study, as it demonstrates 

the imbalance between the readiness of enterprises for 

digital transformation and the ability to implement it safely. 

For Poland, the key reserve for increasing CIDT is not so 

much building human and organizational capacity, which is 

already high enough, but strengthening digital security. It is 

advisable to scale cyber defense systems, increase staff 

awareness of digital risks, develop incident prevention and 

response mechanisms. Thus, the strategy looks like this: 

organizational capacity →  secure digitalization →  
increased resilience.

Romania has a CIDT=0.383 and the fourth position. Its 

biggest advantage is S3=0.637 – the highest value of the 

security component in the sample. At the same time, 

S1=0.186 and S2=0.416 remain low. Romania 

demonstrates an asymmetric model of digital 

transformation, in which security readiness is ahead of 

technological and organizational development of digital 

technologies. The main task should be to use the already 

formed security base to accelerate the technological 

digitalization of enterprises. Particular attention should be 

paid to digital business processes, e-commerce, software, 

and the development of ICT competencies. Thus, the 

strategy looks like this: strong security → acceleration of 

digitalization → personnel and organizational scaling.

Bulgaria has the lowest CIDT value – 0.128. Unlike other 

countries, its problem is not concentrated in one separate 

component. S1=0.003, S2=0.090 and S3=0.341 indicate a 

systemic deficit in the technological and HR-organizational 

basis of digital transformation. At the same time, S3 is 

significantly higher than S1 and S2, that is, even with a low 

overall digital maturity, a certain security potential has 

already been formed. Bulgaria needs not a point, but a 

comprehensive program for the digital transformation of 

enterprises. Its priorities should be the basic digitalization 

of business processes, the development of digital 

competencies, support for small and medium-sized 

businesses in the acquisition of digital technologies, and the 

formation of internal ICT functions. The strategy should be: 

basic digitalization →  personnel and organizational 

support → scaling of security mechanisms.

Thus, the resulting CIDT allows us to move from a simple 

ranking of countries to the definition of specific directions 

for digital transformation policies.

Table 4. Differentiated directions for increasing the digital transformation of business entities 

in a changing security environment according to the results of CIDT

 

Country Key Limitation Priority area 

The Czech Republic the need to maintain balance Comprehensive deepening of digitalization and sustainability 

Hungary S1 and S3 Technological modernization + digital security 

Poland S3 cybersecurity and digital process protection 

Romania S1 and S2 accelerating digitalization and developing ICT competencies 

Bulgaria S1 and S2 Basic digitalization + frame transformation 

Source: calculated and grouped by the authors
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That is, increasing the digital maturity of enterprises in a 

changing environment cannot be provided by a universal 

set of measures. The results of the CIDT indicate the need 

for a differentiated transformation policy focused on 

overcoming the weakest component of the mechanism of 

functioning of enterprises in each country. At the same time, 

the results show that technological digitalization, human 

resources and organizational capacity and security 

readiness should be considered as interrelated elements of a 

single mechanism. It is the coordinated development of 

technological digitalization, human resources and 

organizational capacity and security readiness that forms a 

potential basis for increasing the adaptability and resilience 

of business entities

Discussions

The results of the study make it possible to clarify the 

understanding of the digital transformation of business 

entities as a multidimensional process, the effectiveness of 

which is not determined solely by the scale of the 

introduction of digital technologies. The proposed CIDT 

demonstrates that technological digitalization, human 

resources and organizational capacity and digital security 

form an interconnected system, but can develop with 

different intensity. Therefore, the same or close overall 

level of digital maturity can be formed by fundamentally 

different combinations of internal capacities. This result is 

consistent with studies in which digital transformation is 

considered through digital opportunities, organizational 

learning, innovation and sustainability of enterprises Awad 

and Martín-Rojas (2024); Browder et al. (2024); Li and 

Wang (2024).

This conclusion is consistent with current research that 

considers digital transformation as a process of developing 

organizational capacities. Browder et al. (2024) link digital 

transformation to the formation of digital opportunities that 

increase organizational resilience, while Awad and Martín-

Rojas (2024) emphasize the role of organizational learning 

and innovation in transforming digital technologies into 

real organizational outcomes. Li and Wang (2024) also 

show that digitalization affects not only the technological 

basis of the enterprise, but also information transparency, 

agency costs, and financial constraints. Therefore, the 

results obtained by us support the approach according to 

which digitalization changes the very mechanism of 

operation of the enterprise, and not only its technological 

equipment Kalenyuk et al. (2025); Kirchmer (2021); 

Leimstoll et al. (2018); Ostrovska et al. (2023).

At the same time, the results allow us to make an important 

clarification. Maximizing technological digitalization does 

not necessarily mean maximizing the overall 

transformative capacity. This is especially important in the 

context of studies that reveal the non-linear nature of the 

relationship between digitalization and enterprise 

sustainability. Wang et al. (2025) show that excessive 

deepening of digital transformation does not guarantee a 

proportional increase in corporate resilience. In this 

context, CIDT complements this discussion: it is not the 

maximum value of a single digital indicator that is critical, 

but the consistency of technological, HR, organizational 

and security capabilities.

It is the difference between the components of the index that 

is one of the most important results of the study. The Czech 

Republic demonstrates the highest CIDT (0.780) and at the 

same time the most balanced combination of S1, S2 and S3. 

This means that its advantage is not limited to technological 

digitalization: a high level of technological component is 

combined with sufficient personnel, organizational and 

security capacity. This profile corresponds to approaches in 

which digital maturity is associated not only with 

technological adoption, but also with organizational 

capacity and depth of integration of digital solutions (Han 

et al. (2025); Hryhoruk et al. (2024); Kirchmer (2021)).

At the same time, Hungary and Poland demonstrate why the 

use of only one generalized digitalization indicator can hide 

fundamentally different problems. Hungary has the highest 

value of the HR and organizational component (S2=0.738), 

but its technological and security components are 

significantly weaker. Poland, on the other hand, is 

characterized by a relatively high S2=0.668, but has a low 

S3=0.280. Therefore, the close positions of these countries 
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in terms of the overall level of transformation hide a 

different structure of constraints. For Hungary, the key 

issue is the conversion of the already formed human and 

organizational capacity into technological and security 

strengthening, while for Poland, the elimination of the 

imbalance between digitalization and security is critical. 

The importance of the human resources component is 

consistent with studies on human capital and organizational 

capacities (Derii et al. (2022); Lagodiienko et al. (2025)), 

and the importance of the security component – with works 

on cybersecurity of enterprises (Awolowo et al. (2026); 

Carrapico and Farrand (2024); Hamburg (2023)).

The profile of Romania is particularly indicative. With the 

highest among the studied countries S3=0.637, it has a 

significantly lower level of technological digitalization 

(S1=0.186). This confirms that digital security is not an 

automatic derivative of the general level of digitalization. 

On the contrary, individual components of digital 

transformation can develop asynchronously. At the same 

time, this result does not give grounds to assert a causal 

effect of security capacity on technological digitalization. 

Rather, it demonstrates the presence of different trajectories 

of digital maturity formation, which is fundamentally 

important for benchmarking (Carrapico and Farrand 

(2024); Koibichuk et al. (2021); Samoilenko et al. (2024)).

Bulgaria is forming a different type of transformational 

profile – systemically weak in terms of technological and 

HR-organizational components. S1=0.003 and S2=0.090 

determine its lowest CIDT=0.128, although S3=0.341 is 

markedly higher. This result further confirms that the 

presence of separate security practices does not compensate 

for the insufficient technological and organizational base. 

For such transformational profiles, the formation of basic 

digital infrastructure, digital competencies, and 

organizational capacity is of paramount importance 

(Hrubliak et al. (2026); Krylov et al. (2024)).

Thus, the results of the study allow us to identify four 

fundamentally different transformation situations: 

balanced digital transformation; transformation with the 

dominance of human and organizational capacity; 

technological and organizational transformation with 

insufficient security component; and transformation, in 

which a single security component is ahead of 

technological development. Such typology is more 

important than the ranking of countries itself, as it shows 

how digital maturity is formed, and not only what its 

aggregate level is. It is also consistent with research on 

digital maturity, digital business processes, and innovative 

development (Han et al. (2025); Kalenyuk et al. (2025)).

In this aspect, the proposed CIDT complements existing 

approaches to assessing digital transformation. Most of the 

available studies focus either on the level of technological 

implementation or on the impact of digitalization on 

individual business outcomes. Instead, the proposed 

approach makes it possible to simultaneously assess the 

technological basis of transformation, the ability of 

personnel and organizations to implement digital changes, 

and the ability of enterprises to ensure the safe functioning 

of digitalized processes. That is why it is advisable to 

consider CIDT not as an alternative to existing 

digitalization indicators, but as a tool for structural 

diagnostics of digital transformation (Kalenyuk et al. 

(2025); Kirchmer (2021); Filyppova et al. (2024)).

An important theoretical implication is also the 

clarification of the relationship between digitalization and 

sustainability. Previous research shows a positive link 

between digital transformation and enterprise resilience, in 

particular through organizational learning, innovation, 

productivity, and the ability to respond to supply chain 

disruptions (Awad and Martín-Rojas (2024); Browder et al. 

(2024); Li and Wang (2024); Xu et al. (2024a); Xu et al. 

(2024b)). At the same time, the results of this study show 

that the potential of digitalization to increase adaptability 

and resilience depends on the extent to which technological 

capabilities are supported by organizational and security 

capabilities. In this context, digital transformation should 

be considered not as a linear build-up of technologies, but 

as a process of harmonizing interdependent components of 

enterprise functioning.
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Conclusions

The study made it possible to substantiate that digitalization 

in a changing external and security environment is not only 

a technological process, but a complex transformation of 

the mechanism of functioning of business entities. Its 

effectiveness is determined by the interaction of 

technological, personnel-organizational and security 

components, which was the basis of the proposed 

conceptual model.

For empirical assessment, three sub-indices were formed: 

S1 – the digitalization level of enterprises, S2 – personnel 

and organizational transformation, S3 – the security aspect 

of digitalization. Their use made it possible to move from 

assessing individual digital characteristics to a 

comprehensive comparison of the transformation capacity 

of enterprises. It has been established that countries have 

significantly different profiles of digital transformation. 

High technological indicators are not always accompanied 

by an appropriate level of organizational readiness or 

digital security.

For integral assessment, a comprehensive index of digital 

transformation of business entities in the context of 

digitalization and a changing security environment (CIDT) 

is proposed, formed with weights of 40% for S1 and 30% 

for S2 and S3. This structure reflects the functional logic of 

the mechanism under study. Digital technologies form its 

technological basis, the personnel and organizational 

component ensures the implementation of digital 

opportunities, and the security component ensures their 

secure and continuous use. The results of the calculations 

showed significant cross-country differentiation. The 

Czech Republic with CIDT=0.780 demonstrated the 

highest and most balanced level of transformation. 

Hungary (0.520) and Poland (0.465) formed a group with 

an average level, but had different internal profiles. 

Romania (0.383) was characterized by a below-average 

result with a simultaneously high security component, 

while Bulgaria (0.128) demonstrated a systemic lag 

primarily in terms of technological and personnel and 

organizational components.

The results obtained have a direct practical effect, since 

CIDT allows not only ranking countries, but also 

identifying specific areas for improving the mechanism of 

functioning of enterprises. For the Czech Republic, the 

priority is to maintain the balance of digital transformation; 

for Hungary – the use of human resources and 

organizational potential for technological modernization 

and security enhancement; for Poland – overcoming the lag 

in the security component; for Romania – accelerating 

technological digitalization based on the already formed 

security capacity; for Bulgaria – comprehensive build-up of 

basic digital and personnel and organizational capacity.

Thus, the main scientific and practical result of the study is 

the substantiation of a differentiated approach to the 

transformation of business entities. Increasing their 

adaptability and resilience in a changing environment 

cannot be provided by a universal set of digital solutions, 

but requires the coordinated development of technological 

digitalization, human and organizational potential, and 

digital security, taking into account the specific weaknesses 

of each country.

A promising area of further research is to check the 

relationship of CIDT with indicators of adaptability, 

resilience and performance of business entities, which will 

empirically establish to what extent the increase in the level 

of digital transformation really strengthens the ability of 

enterprises to withstand external shocks, maintain business 

continuity and adapt to structural changes in the 

environment.
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